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1. Overview 
The 25.x version of EAM is comprised of the following components: the Application Server, the 
Web Modules, and MAXQueue. Web Modules is a multi-tiered web-application and MAXQueue 
is an integration tool that provides interfacing opportunities with numerous vendors.  

The system is supported by a database server, application server, and web server. The 
database server provides data access and storage which is part of the data access layer. The 
application server acts as part of the business logic layer, which implements the business rules 
for the product. The web server acts as part of the front-end presentation layer, providing a 
central web interface for your components.  

The addition of specific modules allows your organization to improve performance and efficiency 
of fleet management. Installed modules may be accessed by everyone in your organization - 
from mechanics tracking work orders or managers pulling reports, to external customers wishing 
to view information and enter incidents or complaints. 

This guide covers Administrator functions including environment planning, installation, general 
configuration, customization, and technical configuration topics. 
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2. Requirements and Environment Planning 
The installation process for the EAM system requires the work of a Database Administrator for 
initial database creation and a System Administrator for installation of the application and 
configuration. This section provides the necessary details for environment planning, system 
configuration, and steps to create the initial database. Once the system has been designed and 
the database has been established, provide the necessary details to the System Administrator 
who will complete the application installation.  

The information presented can be applied to standard configurations. Contact customer support 
as specified on the copyright page of this document for additional information or questions 
regarding your specific configuration. 

There are three major components to consider when planning the configuration of your system. 

• Database Server  

• Application Server  

• Web Modules 

The Application Server and the Web Modules Server can reside on the same machine or 
separate machines while the Database Server is usually on a separate machine. Depending on 
your configuration, there may be multiple instances of Application Servers and Web Servers. 
You will need to run the Installer and create a Deployment for each physical machine in your 
configuration.  

You may be planning for an optional reporting server or interface server for the Reporting and 
MAXQueue integrations. This section provides information for standard configuration. Please 
refer to the Reporting Administrator Guide or the MAXQueue Administrator Guide for additional 
details. 

Database Server 
The requirements for a database server depend primarily on the size of the database and the 
maximum number of concurrent users. Memory on the database server is a major factor 
affecting performance. It is recommended to allow for future expandability.  

Application Server 
The requirements for an application server depend on the number of concurrent users, number 
of active assets, and other variables specific to your organization. 
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Web Modules Server 
The Web Modules Server must have Internet Information Server (IIS) installed since it is a web-
based application and requires a web server to function. If your organization uses Crystal 
Reports, the machine on which this component is installed must have Open Database 
Connectivity (ODBC) back to the Database Server and Transmission Control Protocol/Internet 
Protocol (TCP/IP) connectivity to the Application Server. As such, it is strongly recommended 
that the Web Modules Server exists on the same network segment as both the Database Server 
and the Application Server. 

 It is critical to upgrade the Application Server before upgrading Web Modules 
Server.  

 ASP.NET 4.8.0 is a prerequisite for Web Modules Server 25.x.  

The machine on which Web Modules will be installed or upgraded must meet the following 
prerequisites: 

• Windows Server 2016, 2019, or 2022. 

• Microsoft IIS. If IIS is not installed, consult your systems administrator, as the installation 
CD for the OS may be required for IIS installation.  

• Install the roles and features as indicated: 

o Application Server -  

 .NET Framework 4.8.0 

 Web Server IIS 

o Web Server IIS - 

 Common HTTP Features  <Select All - except WebDAV which is not 
required> 

 Performance <Select All> 

 Health and Diagnostics <Recommended for monitoring and 
troubleshooting, but not required> 

 Security  <Select Windows Authentication and Forms 
Authentication> 

 Application Development  <Select All - except CGI which is not 
required> 

 Management Tools  <Select All - except Management Service 
which is not required> 
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Install the following Windows features:  

o .NET Framework Features 

o SMTP Server  <If you are implementing a local email server for Report 
Scheduling> 

o User Interface and Infrastructure <Recommended for server management, but 
not required> 

o Windows Identity Foundation 3.5 

o Windows Process Activation Service 

o WoW64 Support 

• SQL Server users: The system server should use ODBC Driver 18 for SQL Server when 
creating your ODBC connections when described in installation documentation. 

• Microsoft .NET Framework 4.8.0: EAM uses the Microsoft .NET Framework for 
interpreting and delivering reports as web content. Ensure that the .NET Framework you 
install is the Standalone Installer version and not the stripped-down version that comes 
with MS updates.  

• If using Crystal Reports and the Reporting Module, ODBC Connections to all Databases 
must be created. 

• Connectivity to a database. Please refer to the Administrator Guide for each Web 
Module for exact version requirement. 

• Connectivity to an Application Server instance. 

• For use with Oracle, a 64-bit Oracle client for the same version of Oracle as your 
database.  

Internet Information Services (IIS) 
The following steps are recommended to properly configure IIS. 

1. Launch IIS console (Start > Search > inetmgr) and click to run the program. 

2. In the Connections pane, select the web application you configured for the web site and 
double-click on Default Document in the Actions pane. 
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The Default Document displays. 

 
3. Select the Default.aspx in the Features view and use the buttons in the Action pane to 

move it up to the top of the list. If you see the following warning, click Yes to continue. 

 

4. In the Connections pane, click Application Pools.  
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5. Select the application pool for the web application you configured for the Web Modules 
website and click Advanced Settings.  

 

Reporting Server (Optional) 
For organizations that require significant reporting, an additional server dedicated to Crystal 
Reports Server is recommended.  

Interface Server (Optional) 
For organizations that require significant interfaces with other systems, an additional server 
dedicated to the MAXQueue Integration Module is recommended. Microsoft Message Queuing 
(MSMQ) is a requirement for this additional server. 

Web Modules Client Machine 
To access the features available in Web Modules, an end user also needs the following: 

• HTTP connectivity to the Web Modules Server. 

• A valid system login User ID and Password. Exceptions include the Service Request, 
Dashboards, and Reporting modules that can be configured to not require a user login.  

 When end users connect to Web Modules, they must first enter their User ID and 
Password. The Web Modules Server establishes a connection to a standard 
Application instance to validate login information and to read user configuration data. 
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• With proper hardware and software setup in place, Web Modules supports RFID log-in 
when single sign-on is enabled.  

Communications Infrastructure  
The presentation layer will run over wireless and local area networks, wide area networks, 
Intranets, the Internet, as well as dial-up connections for limited usage.  

Installer 
The Installer, which can be downloaded from the Customer Support website, will need to be run 
on any machine that will be installing or upgrading the application, web modules or MAXQueue 
servers. Each machine that will host these components needs .NET 4.8.0 installed to run the 
Installer. The database server does not need .NET 4.8.0 installed unless it is also hosting one of 
these components. 

Important Information 
• Special characters are not supported in all Web Module fields and unanticipated results 

may occur. Special characters include any character not found on a standard keyboard. 

• User defined required fields that do not appear in Web Module forms will return 
validation messages. 

• Popup blockers must be disabled for Web Modules to work properly. 

• Opening links into new Windows or Browser tabs will cause Web Modules instability. 

• Bookmarking Web Module pages inside of workflows is not supported.  

• Using a DPI other than standard 100% could cause an issue with the headers in 
Enterprise Portal and the layout of fields in the GUI. It is recommended to not adjust DPI 
without doing testing to ensure the views in your workflows are not impacted. 

• If your organization enforces location/department security, the user’s assigned user 
groups must have location/department security authorization for security to be applied to 
the user. 

• Date and time for each user is displayed in their local time zone for daily use, and for 
processes like jobbing on and off tasks. Information stored on the database is based on 
the time zone of the database server.  

• License files used by 3rd party libraries in the App Server, Web Modules, Data Services, 
and MAXQueue are stored in the respective folder for that item, such as:  

o <deployment>/Licenses/AppServer 
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o <deployment>/Licenses/WebModules 

o <deployment>/Licenses/DataServices 

o <deployment>/Licenses/MaxQueue 

 Any person who uses EAM agrees that information provided to the software will be stored 
and used by the system and may be shared with other users of the system, the software 
publisher, and the organization to whom the software is licensed. This includes, but is not 
limited to, the contents of any uploaded files, information about the user's geographic 
location, GPS/GIS information contained in images and photographs, and any personal 
contact information entered into the system. 

 Do not use the browser’s Back button. 

 Do not use the browser's Refresh button (or the F5 shortcut). Gadget-based portals include 
a refresh functionality as defined in the module.  
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3. Install Application Server and Database  
The installation of the Enterprise Asset Management system requires the work of a Database 
Administrator for initial database creation before installing the application. Get the database 
location and necessary details from your Database Administrator to complete this process. 

Installation Steps: 
The following provides high-level steps for installation.  

1. Unpackage Installer 

2. Install Application Server 

3. Create Database and Database Objects 

4. Create Application Service 

5. Install Client Application - GUI 

6. Install Web Module Server 

7. Install Data Services  

8. Install Reporting (Optional) 

9. Install MAXQueue and Integration Designer (Optional) 

10. Configure Installation 

Requirements: 

• The name or IP address of the application server 

• The port of the application instance 

• The database server name  

• The name of the database to which you are connecting (applies to MSSQL and Oracle) 

Database user IDs and passwords for DBA, App, and View users which are typically EMSDBA, 
EMSAPP, and EMSVIEW. 

Unpackage Installer 
1. Locate and run the Base Installer. The Installer will need to be run on each machine that 

will host an application, and .NET 4.8.0 will need to be installed on each machine to run 
the installer. 
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 The Installer can be downloaded from the Customer Support website. When 
unzipping the file, it may need to be unblocked. To unblock this file, right-click the 
file, click Properties, and click Unblock. 

2. Right-click EAMSetup.exe and then select Run as administrator. User Account Control 
may present an administrative dialog box. Click Yes. 

 
The Installer will extract. 

3. Select Create New Deployment from the Your Deployments drop-down list. 

4. Name the deployment and select the default folder where each item will be installed. It is 
recommended that the default path is used; however, the default path can be changed if 
desired.  

 Do not use version numbers in the deployment names. 

 
5. Click Create. 
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Install Application Server 
1. From the Installer main page, click Install New next to the Application Server option. 

 

2. Select the database from the dropdown on the Application Server Installer pop-in. 

 
3. Click Install Now. 

4. When the installation of the Application Server is finished, it will appear on the installer 
main page under the Application Server option. 

The Application Server is now installed, and the database and database objects can be created. 

  



Install Application Server and Database 

Page 12 of 108 Trapeze EAM™ - Administrator Guide 
Version 25.x 

Create Database and Database Objects 

High-level Steps: 

1. MSSQL Server or Oracle Client and Server must be installed. 

2. EAM Application Server must be installed. 

3. EAM Database must be created by using “proto.sql". ODBC cannot be created until this 
is done. 

4. ODBC connections must be created. 

5. Database scripts must be run to install EAM Schema into the Database. This includes 
tables, views, and database objects, and then pre-loads tables with base configuration 
data. 

Create MSSQL Server EAM Database 

Requirements:  

• Supported version of MSSQL Server must be installed. Refer to the System 
Requirements and Compatibility Guide. 

• Selected character set must support SQL_Latin1_General_CP1_CI_AS. 

• Verify server authentication. The service or server must be restarted after the SQL 
Server and Windows Authentication setting is changed. Open SQL Management Studio. 
Right-click on your server and select Properties. Select Security from the menu on the 
left. Under Server authentication, change selection to SQL Server and Windows 
Authentication. 

• EAM Application Server software must be installed. 

Creating the MSSQL Server EAM Database: 

1. Create EAM Database 

i. Create an empty database in MSSQL for the EAM instance. 

 While using SQL Server Management Studio for the first run of proto.sql to 
create the first database, it is vital to “Run as Administrator.” You must also 
be connected using either the System Administrator (SA) account or as an 
account with equivalent privileges.  
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a. Open the proto.sql script in SQL Server Management Studio. It is located 
here:  

C:\Trapeze\EAM\<Deployment Name>\AppServer\dbobjects\DBInit\110 

b. Edit the script according to your requirements and database 
configuration: 

 Database Name – Update the six instances where the database is 
referred to as “proto” to “[Deployment Name]”. For example: 

 
 Filename – Update the file paths to reflect where you want these 

database files stored on disk. Be sure to keep the name of the files 
unchanged. For example: 

 

 Size - Edit the values based on your sizing requirements including 
maximum size and file growth.  

 Use Find Replace functionality with whole word matching. 

c. Run the script by clicking Execute. 

d. Review the proto.log for errors. Contact technical support if there are 
errors.  

2. Create ODBC Connections.  
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i. Verify that the ODBC driver is installed on the App server for your version of 
Microsoft SQL Server. 

ii. Launch Windows 64-bit ODBC Data Source Administrator. 

iii. In the ODBC Data Source Administrator dialog box that appears, click the 
System DSN tab, and then click Add. 

iv. In the Create New Data Source dialog box that appears, choose ODBC Driver 
18 for SQL Server and then click Finish. 

v. In the Name field, type the Database Name (DB Name). 

vi. In the Server field, type the computer name of the database server and then click 
Next. 

vii. Select With SQL Server authentication using a login ID and password 
entered by the user. 

viii. In the Login ID field, type emsdba. 

ix. In the Password field, type emsdba, and then click Next. 

x. Click Next again on the following screen. 

xi. Change Connection Encryption from Mandatory to Optional, then click Back. 

xii. Choose the default database by selecting Change the default database to, and 
then select <DB Name> from the list. 

xiii. Click Next, then click Finish. 

xiv. Click Test Data Source. 

xv. After the Tests Completed Successfully message appears, click OK. 

3. Run scripts to create the database schema, objects, and load initial configuration data.  

i. Open a command prompt to the following location:  

C:\Trapeze\EAM\<Deployment Name>\AppServer\dbobjects\ 

ii. From the command line, in that folder, input the following commands after 
replacing the listed variables:  

<ODBC> is the name of the ODBC connection you made for the database. 

 newdb emsdba/emsdba@<ODBC> 
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 newld emsdba/emsdba@<ODBC> 

 uiload emsdba/emsdba@<ODBC> 

Create Oracle EAM Database 

Requirements  
• Supported version of Oracle client and server must be installed. Refer to the System 

Requirements and Compatibility Guide. 

• EAM Application Server software must be installed. 

Steps 
1. Create EAM Database 

i. Create an empty database in Oracle for the EAM instance. 

 Note: The database must be configured with the WE8MSWIN1252 character 
set. Verify this before moving forward. 
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ii. Run scripts to create database users for the EAM database. 

a. Open a command prompt to the following location: 

C:\Trapeze\EAM\<Deployment Name>\AppServer\dbobjects\DBInit\ora10i 

<Deployment Name> is the name given to your deployment when creating it. 

b. From the command line, in that folder, input the following command after 
replacing the listed variables:  

<Path> is the folder where the DB is located. This path cannot include any 
spaces. 

<Password> is the password for the sys database user which is set when 
creating the database.  

<TNS> is the name of the TNS entry for your database in the tnsnames.ora 
file used by your Oracle listener service. 

 fa <Path> “sys/<Password>@<TNS> as sysdba” 

iii. Run scripts to create the database schema, objects, and load initial configuration 
data.  

a. Open a command prompt to the following location:  

C:\Trapeze\EAM\<Deployment Name>\AppServer\dbobjects\ 

b. From the command line, in that folder, input the following commands after 
replacing the listed variables:  

<TNS> is the name of the TNS entry for your database in the tnsnames.ora 
file used by your Oracle listener service. 

 sqlplus emsdba/emsdba@<TNS> @newdb.sql 

 exit 

 sqlplus emsdba/emsdba@<TNS> @newld.sql 

 uiload emsdba/emsdba@<TNS> 

Create Application Service 
The application service can be created after the application and database servers have been 
set up. Running the system as a service is recommended, but it can also be run in console 
mode. 
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 Alert: If you will be running the system in console mode, it has been found that newer 
versions of Windows Server OS have changed default settings for consoles that result in 
higher CPU usage. It is recommended that you review the settings to ensure reasonable 
CPU usage.  

 The following steps describe how to create the application service. 

1. Create a shortcut to fa_srv.exe on the desktop. This file is found in the application folder 
of the package you installed.  

2. Right-click the shortcut on the desktop, select Properties, and then click the Shortcut 
tab. 

3. Type in the target location on the Shortcut tab. It is recommended that the system name 
is used as a prefix for the service name and variable names so that they all display in the 
same area. An example is provided below, along with the individual information to enter.  

Example: -install EAM.AppSrv.Production.3001 -p 3001 -d EAMPROD  

 -install <EAM App Service name> 

 -p <Port Number>  

 -d when using MSSQL, enter <ODBC> 

          when using Oracle, enter <TNS>  

4. Run the shortcut. You may need to right-click and select Run as Administrator to run 
the shortcut. 

5. From the Control Panel, double-click Services. Select the service that was created, and 
then click Start. 

6. Go to Properties > General Tab and set the Startup Type to Automatic.  

7. Review the log file to make sure the app initialized. 
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4. Install and Configure Web Modules 
The Web Modules Server must have Internet Information Server (IIS) installed and permissions 
configured. If your organization uses Crystal Reports, the machine on which it is installed must 
have Open Database Connectivity (ODBC) back to the Database Server and Transmission 
Control Protocol/Internet Protocol (TCP/IP) connectivity to the Application Server.  

Installing Web Modules 
1. From the Installer, choose a deployment from the Your Deployments drop-down list. It 

is recommended that the web modules are installed on the same server as the application.  

If installing the Web Modules on a separate server for the application server, do the 
following: 

i. Select Create New Deployment.  

ii. Name the deployment the same as the application server deployment. 

iii. Enter the correct drive letter in the Default Folder section. 

iv. Click Create. This creates the deployment folder in the directory path entered in 
the Default Folder section. 

2. In the Web Modules section, click Install New. 

 

3. Leave the target folder as the default WebModules. 

4. Select any optional modules that your organization will be using. 

5. Click Install Now.  
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The Installer will automatically launch the Configurator. 

6. Configure the Web Modules using the Configurator.  

 After the installation has finished, you will be prompted to review the reporting-views-
errors.log. If you are running an instance without telematics, the log file will always 
contain errors. Ignore these errors as they are considered acceptable. 

Configurator 
The Configurator tool is designed to assist customers in configuring the web product. It should 
be used to perform all edits to the web.config file. It properly sets the base web.config file 
settings required for the proper version of application software that you are using and allows the 
site administrator to quickly review and set any required configuration settings. The Configurator 
analyzes your system and writes the proper value to the web.config file based on the IIS 
version, values entered by the system administrator, and other key factors. 

While installing or reinstalling the web product, the Configurator will be launched once all files 
are copied. After clicking Install Now or Upgrade Now from the main Installer, the Configurator 
for the current web instance will display. It will read any existing settings you had if this is an 
upgrade. If the Configurator is closed or does not launch automatically, it can be launched in the 
following ways: 

• Web Modules: Directly using Configurator.exe found in <installation 
directory><instance name>\WebModules\Web\bin 
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• Reporting Module: Directly using Configurator.exe found in <installation 
directory><instance name>\ReportingModules\Web\bin 

• Through the installer when installing base Web Modules or Reporting Module and 
checking the "Launch Configurator" option 

• Using the Config button on the installer 

The Configurator consists of many tabs that allow setting values for different areas. In the upper 
right corner, you will see the IIS version that was determined to be on the current machine. It 
also displays the best guess of the operating system (OS). If this is a new installation, the 
default settings will be loaded for your IIS version as determined by your OS: 

• Windows 2022 = IIS 10 

• Windows 2019 = IIS 10 

• Windows 2016 = IIS 10 

• Windows 2010 = IIS 8.5 / IIS 10 

Please note that many installations require adjusting advanced settings within IIS, many of 
which are not supported by Configurator. However, it is possible to install a working instance 
without using the IIS management tools directly by using the Web tab as explained in the Web 
Tab section below. 

Main Configurator Options  
Two main application buttons display at the bottom of the Configurator: 

Exit: When you click Exit, you will be reminded to save any changes you may have made to the 
settings. Click OK to exit the Configurator. 

Save and Restart Web Application: After setting or confirming all the tab option values, you 
must save the web.config file before these changes will take effect.  

 You must save the web.config on an upgrade or new install of your Web version at least 
once before the Web instance will function. 

 Saving this file will restart the Web application pool as the web.config file will be altered. 

Web Tab 
If new install, you must create at least one web application for the instance. More than one web 
application is needed if you want one web application for Single Sign-On/Windows 
authenticated users and a separate web application for anonymous users. 
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Creating a New Web Application 

1. Click New. 

 

2. Choose a Web Site. This will determine how users connect to Web Modules.  

The Web Site you choose will determine which TCP/IP port is used, among other things. 
Typically, this should be the Default Web Site running on Port 80. 

 If you wish to manage or view the available web sites, use IIS management tools 
(you can click Launch IIS to get there easily). It is safe to use IIS to make changes 
while Configurator is running. If you make changes, just click the Refresh IIS Info 
button in the configurator when you are finished, and it will update the list of web 
sites and applications. 

The Web Site determines the first part of the URL to access Web Modules. For example: 
http://hostname:port/.  

 “:port” is only required if it is not port 80. A typical URL will look like: 
http://webserver.company.com/appname. 

3. Choose an Application Name. This is the name of the application (virtual directory) 
under which this installed instance of web modules will run. 

o The application name determines the latter part of the URL to access Web 
Modules. For example, if you choose “Web Modules” for the application name, 
the Web Modules URL will look like: http://hostname:port/Web Modules. 
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 A special case exists for SSL/HTTPS: Secure Sockets Layer which requires 
additional setup within IIS. Contact your system administrator for details.  

4. Choose the time for Auto Restart App Daily. This is the time at which the daily 
application restart occurs. This option is disabled by default. Turning it on is only advised 
for high usage web apps with minimal downtime. 

5. Enable HSTS: This allows the usage of HTTP Strict Transport Security available in IIS 
10.0 v1709. HTTP Strict Transport Security (HSTS) is a security measure to ensure that 
users do not use regular HTTP when HTTPS is available on a site. 

 This setting is web site wide, meaning this affects ALL web applications under a site 
within IIS. Please keep this in mind if you wish to enable. 

o It is advised if you have cases where users cannot use HTTPS due to certificate 
issues or other concerns, you set up another site to function without HSTS. 

o If you ever need to modify specific details, do so within IIS Manager. The Web 
Configurator simply sets defaults and only controls if HSTS is enabled or not. 

o The defaults for the Strict-Transport-Security header are max-age set to 
31536000 (one year), includeSubDomains is true, and redirectHttpToHttps is 
true. 

o This setting controls if HSTS is enabled and its redirectHttpToHttps is enabled as 
it works independently of the enabled attribute. 

6. Require Windows Logon: This is disabled by default. If Require Windows Logon is 
checked, then anonymous access will be disabled, and users accessing the website will 
be prompted for windows/domain credentials.  

o Reasons to check this option:  

 Added security in the event that you expect all of the application users to 
have windows domain accounts. 

 If you want to use Single Sign-On, you MUST check this box.  

7. Click the Save button within the IIS / Website Settings section to create the new web 
application or to save changes to the existing web application. 

 The Save button within the IIS / Website Settings section will not save the other 
configuration options. Use Save and Restart Web Application to save other 
configuration options. It is strongly recommended that you configure and save the 
IIS/Website Settings before moving on to the other settings. 

8. To change the options for an existing web application, click on the application in the list, 
change the options as desired, and click Save (or Cancel to abort).  
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 You may notice a slight delay while IIS is making the changes in the background. 

9. Setup the web.config authentication settings for Web Modules by continuing to the 
Authentication Settings area on the Configurator Web tab. 

Authentication Settings 

 
Authentication timeout: This is the amount of time in minutes a user can stay connected 
without using the portals before they are disconnected. 

Keep Session Alive: Checking this box allows users to remain connected indefinitely. 

Require SSL: This will allow an EAM admin or IT admin to set the IIS server to require any 
communication to web server once authenticated to be done through a secured HTTPS 
connection. Using HTTPS and SSL is recommended and should be considered a requirement 
for any production instance that is exposed externally. 

• Disabled by default to ensure that it does not break any website that has mixed bindings. 
Please review your site to determine if you can enforce HTTPS for all users and turn this 
setting on. It is strongly advised to enforce HTTPS using the "Enable HSTS" setting on 
the web tab alongside this setting.   

• This setting is only available if the IIS site has a configured HTTPS binding and an 
associated SSL certificate to that binding. 

Content Security Policy Settings 

 

Content Security Policies (CSP) allow an admin to control where content like images and scripts 
on a website can be loaded from and is a simple way to protect users by locking down the 
external resources that can be used.  

By default, EAM will not enforce any CSP, but the Configurator will allow admins to specify a 
CSP that matches their requirements. A default CSP is provided that ensures standard EAM 
functionality continues to operate correctly and can be loaded via a button in the Configurator. 

 A misconfigured CSP can prevent EAM from working as intended. 
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This warning occurs when a potential misconfiguration is detected. This can occur for the 
following reasons: 

• CSP header is manually configured in IIS on the child application (for example, 
InfoCenter) 

• CSP header is manually configured in IIS on the parent web site (for example, Default 
Web Site) 

If the Configurator is used to configure the CSP, this scenario will not occur. Furthermore, when 
saving your settings in the Configurator, it will correct any misconfiguration that exists. 

Authentication Tab 
The Authentication Tab allows you to enable single sign-on (SSO) functionality and select the 
method you will be using for SSO. 

It is possible to support a mixed environment if you have two or more web applications for this 
instance: configure one of the applications to Require Windows Logon, and another 
application to not require Windows logon. Trusted Single Sign-On users will use the URL for the 
application with Require Windows logon checked. Other users can use the other application. In 
the event that the user does not provide valid Windows credentials and is not automatically 
signed into Web Modules, the user’s credentials can be used as an alternative.  
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Single Sign-On Settings 

Enable Single Sign-On (SSO): Check this box to setup the environment for Single Sign-On.  

 You must also set IIS to disable anonymous access to use SSO. This can be done 
automatically by checking Require Windows Logon for one or more web applications in 
the list and then Save.  

Method: Web modules supports SSO logins using the following methods. Please refer to the 
Single Sign-On (SSO) section for configuration details for each method and additional SSO 
information.  

• Active Directory Federation Services (ADFS) 

• Integrated Windows Authentication 

• Lightweight Directory Access Protocol (LDAP) 

• Microsoft Entra ID 

• OpenID Connect 

Database Tab 
The Database tab contains settings that relate to the database and applications with which the 
web instance will connect.  
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1. Choose or confirm your Database Type, Server, Name, and Port. 

i. Database Type – MSSQL or Oracle 

ii. Database Port – The port will load from FACommon.Configuration. Click the 
Restore Default button to load the default port for the selected database type. 

2. Set or confirm the database connectivity information for the database that you plan to 
connect with the Web Modules. 

 
All values are required. When using the configurator to set database passwords, 
passwords may contain more than 15 characters.  

o DBA Username and Password are typically the EMSDBA user unless you have 
changed this value in your database. 

o App Username and Password are typically the EMSAPP user unless you have 
changed this value in your database. *Not required for MSSQL. 

o View (read only) Username and Password are typically the EMSVIEW user 
unless you have changed this value in your database. 

3. Click the Test Database Connection button to test each user/password combination to 
ensure they are good connections to the database. 

 The test database connection button may take a minute or more depending on your 
environment.  

4. The Database Connection Test dialog informs you that the tests passed. Click Close 
to continue configuring the Database tab. 

5. Continue to the Applications area on the Database tab. You must enter at least one 
application server connection, but you can enter many if you wish to spread the load. 
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i. Highlight the Application Server connection string in the list to the right and click 

Remove to remove that application from the connections list. 

The application server no longer displays. 

ii. On the left side, enter the Application host name or IP address and port number 
and click the Add button. 

The value is added to the list of application servers on the right. 

iii. Use the two test buttons in the FASuite Applications section to test either the 
selected application server or all the servers listed. Be sure the application is 
running before testing the connection. 

 Select an application connection string from the connections list box and 
click the Test button to test that application connection. 

OR 

 Click the Test All button to test each connection string. 

The connection results are returned. 

6. Click OK when the Connection Successful dialog displays. 

MAXQueue Tab 
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If you make use of MAXQueue for any reason, please set these values. 

• MAXQueue database user and password: These are the username and password 
used when MAXQueue connects to the database. By default, they should be UN: 
maxqueue PW: maxqueue. 

• Management Port: This is a port used by software that is still in development. Its value 
should remain what it is by default. 

• Enable Event Logging: Check this to enable logging of MAXQueue events as they 
pass through the enabled services. The log files can grow large, so this typically is only 
enabled when troubleshooting an issue. 

Reporting Tab 
The Reporting tab contains three sections: Reporting, Crystal Reports Settings, and 
Scheduler Settings. If your organization is only using Ad Hoc Query module, you only need to 
be concerned with the Reporting section. Those using Crystal Reporting, must complete BOTH 
the Reporting and Crystal Reports Settings sections on this tab.  
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Reporting Section 

The Reporting section must be completed if your organization is using Ad Hoc Query or Crystal 
Reports. 

• Root Path to reports: Root Path to reports must be entered to a shared reports folder if 
using external reporting. The directory to the shared reports folder MUST match the URL 
entered when setting up the External reports instance. 

The Root Path to reports is the path to the reporting folder where the Query files are 
stored and the Crystal report files are located. This field should not be left blank. Create 
the folder if it does not exist and grant the appropriate web users permission to the folder 
(including write access to the Query sub folder, since that is where Ad Hoc Query 
reports are saved). This folder must have permissions for RAS to get to it and IIS user. 
Refer to the Reporting Administrator Guide, Setting Up a Remote Crystal Report 
Application Server to Work with Web Modules (optional) for more information on 
configuring RAS to access the reports. 

• Reporting Logo – Click to configure logo that will display on reports. 

• Replace Connection Info - The Report Connection Replacer Tool allows you to update 
the ODBC/TNS connection information for all reports in the reporting directory when 
changes are made in the Configurator. This tool aims to prevent the need for updates to 
the report connection on the first report run and reduces the likelihood of reports timing 
out. Click this button and a form with a tree-view displaying all the reports inside the 
report path will be displayed.  

 Note: The tool supports a silent mode which can be activated with the parameter “-s” 
allowing it to run without displaying the interface. 
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Crystal Reports Settings Section 

Only complete the Crystal Reports Settings section if you are using Crystal Reporting.  

• Reporting Type: Select the appropriate button depending on if you use a traditional or 
external reporting environment.  

o Traditional Reporting: Traditional reporting is using the reporting internally in 
the Web Modules.  

Field Example Entry 

Report Server • http://10.21.100.55 
• https://10.21.100.55 

• 10.1.100.50 
• FleetProd 

 

o External Reporting: External reporting is when you use an external server for 
reporting outside of the Web Modules. External Reporting Environment Fields: 

Field Example Entry 

Report Server  Name of the machine housing the Crystal RAS. 

Client Name or IP 
address 

• http://68.21.155.37 
• https://68.21.155.37 

• 68.21.155.37 
• FleetProd 

Server name or IP 
address 

• http://68.21.155.37 

• https://68.21.155.37 

• 68.21.155.37 

• FleetProd 

Instance name FleetReporting 

 

The following scenarios explain when to use which type of reporting. 

Environment Description 

Traditional 
Reporting  

Select Use Traditional Reporting Environment and enter the Report 
Server connection information for the location where the RAS server is 
located. 

External 
Reporting 
Server with 
users within the 
firewall 

Select Use External Reporting Environment and enter the Client 
name or IP address and the Instance Name. 
If users are behind the firewall, then you can access the report server 
directly without any translation to the IP address or server name. 
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Environment Description 

External 
Reporting 
Server with 
users outside 
the firewall 

Select Use External Reporting Environment and enter Client name or 
IP address and Instance Name. You also need to enter the Server 
name or IP address for the external reporting instance. 

Behind the scenes, the page needs to communicate to the report server 
directly. The software allows the configuration of the client IP or server 
name so it can be used outside the firewall. 

• Report Server: Server where Crystal RAS will be located. 

• ODBC Name: The ODBC name to be used when running Crystal reports. Typically, this 
is an ODBC using the special Data Direct ODBC drivers for Crystal Reports. 

• Database User and password: The database user and password to be used for 
running reports. We recommend using the view user EMSVIEW. 

• Reporting Request Timeout (seconds): If you have reports that are longer running, 
you may wish to increase the default timeout for running a report. This is only 
recommended to be changed if you have these long-running reports, and we suggest 
you keep it as close to the default 110 as possible to ensure connections are closed in a 
timely manner when not in use. 

• Report expiration window: This controls the number of seconds for the system to wait 
before closing a connection to the RAS that is no longer associated with and open 
report.  

Options Tab 
The Options tab provides a few options and file upload settings that can be set to make the 
user experience more enjoyable.  
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Features and Options 
• Enable user-friendly error messages: This should always be checked in a normal 

working environment. It may be necessary to uncheck this when troubleshooting issues, 
but in most cases, we recommend leaving this checked. 

• Enable Reset Password: Provides a Forgot Password link on the login page. This 
option requires the following to function correctly:  

o MAXQueue Notifications module must be configured correctly and enabled 

o Notifications module 

o Notifications - rule service enabled and the email server adapter configured 

o Data Event AWMessageInsert enabled 

o A valid matching user ID in the USR_MAIN table. This matching user ID cannot 
be disabled, but an expired password is allowed to user this reset process. 

o The matching user ID record in the USR_MAIN table must have a valid email 
entered. Emails from the Operator table are not able to use this reset process. 

• Use pcProx cards on web login 

• Disable Mapping integration: Check this box to disable Mapping integration. It is 
enabled by default. 

• Website Page Title: Define the title of the website page. 

File Upload Settings 
• Enable File Uploads (Enterprise Portal and Shop Activity Modules): These are 

enabled by default. Carefully consider whether you want to allow file uploads in 
Enterprise Portal/Shop Activity modules. 

• Maximum Upload Size and Request Timeout: The upload size and request timeout 
values should not be set below the default values or errors may occur when uploads are 
attempted. 

• Upload Folder Path: The upload folder path should be configured with correct web user 
permissions (the web application user needs permission to write to this folder).  



Install and Configure Web Modules 

Page 33 of 108 Trapeze EAM™ - Administrator Guide 
Version 25.x 

SMTP Settings 

• SMTP Server / SMTP Port 

• Enable TLS: If disabled, EAM will not attempt to secure the connection to the SMTP 
server using TLS. If enabled, EAM will require that the specified SMTP server have the 
TLS capability enabled and proper TLS certificates installed. 

• Override email address 

• Authentication type:  

o Anonymous – Use to connect to SMTP servers that do not require EAM to 
authenticate itself. 

o Basic Authentication – Use when the SMTP server requires valid credentials 
from EAM to send emails.  

o Microsoft Graph – Use to hook into Microsoft’s Cloud Office 365 and Azure 
platforms for sending emails. Requires additional setup and configuration.   

• Stop Scheduler 

• Start Scheduler  

• Remove Service 

Logging Tab 
The tab has setup for logging options. Typically, you will use these options for troubleshooting 
with support. 

Except for the Portal Identification option, the options on this tab are specifically for use with 
help from a customer support representative. Unless otherwise directed, please leave the 
default values in place for these advanced settings.  
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• Enable Ping Logging – Records the URL used and if exceptions are thrown from Data 
Service ping to allow easier debugging of ping process. 

• Enable Authentication Logging  

• Enable File Upload Error Logging  

• Enable Password Reset Logging  

When optional logging is turned on, the log will record the following: 

• Any attempt to reset a password. 

• A user and email address was found (in USR_MAIN) but the login failed. For example: 
User entered a bad password. 

• The Users screen failed to load. This would be a rare application crash situation. 

• The password reset failed to update the USR_MAIN record. This would mean a valid 
UserID was found, but the system failed to save the new password. 

• The notification failed to get written to MSG_MAIN table. In this case, the system will 
attempt to revert the password to its original value. 

• The notification failed to get written AND the password revert attempt failed. 

The log will not record the following: 

• Password reset succeeded 

• UserID was not found in the database when trying to reset the password 

• User was found in the database but there is no email address on the USR_MAIN table 

Asset Index Tab 
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The Asset Index tab provides options for configuring the Asset Index builder which is used for 
the Asset Chooser, Asset Condition Assessment, Asset Portal, and Search functionality within 
the application. It is recommended that you do not change these settings unless instructed by 
your Customer Support representative.  

Data Services Tab 

 
Data Services, which is used for getting map data, map tiles, MobileFocus, and other data via 
REST APIs, can serve requests outside of localhost. 
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By default, the service will run on http://localhost:9000 and is available for use only by the 
application. By using the hostname or IP address of the machine, the service can be exposed 
for use from other servers or clients. If choosing to use a host other than localhost, be aware 
that there is no authentication or authorization built into this service, and any user or process 
that can access the host and port will be able to request data from the service.  

Service API 

Your system must have a valid (trusted) certificate and the appropriate port open on the firewall 
for these services to run.  

SSL Certificate 
The two SSL Certificate fields are drop-down menus that contain the options of all the 
certificates stores on the local machine personal certificate store. 

Certificates can be stored on either your local certificate store, or in the WebHosting store. 
Because certificates in different stores can have the same common name, the drop-down list 
here displays either Personal: or WebHosting: followed by the name of the certificate.  

Creating a Binding 
Choose between HTTP and HTTPS for the protocol used to communicate with the API services. 
If you select HTTPS, you can select a certificate to create an SSL binding. If you install web and 
data services under the same deployment, they do not share the configuration. It is 
recommended that you select a certificate (not None) for the SSL certificate because data 
services should have that certificate bound. The scenarios involved when setting up this 
information are listed below. 

Scenario Result 

HTTPS protocol is selected 
Certificate is selected. 

An SSL binding for that port and certificate is 
created. If a binding exists for the previous value 
in this field, it will be deleted.  

HTTPS protocol is selected 
No certificate is selected. 

If there is a certificate bound to the previously 
configured port, this will be unbound. No 
certificate is bound to the newly configured port.  

HTTP protocol is selected The certificate field is disabled and set to None. If 
a binding exists for the previous value in this field, 
it will be deleted. No additional bindings are 
created. 

Build next page links using https for SSL offloading environments for API responses 
When enabled, API’s NextPageLink will be constructed using HTTPS protocol regardless of 
what actual protocol is selected. 

http://localhost:9000/
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Enable API Cache 
This option enables cache for API. 

Enable HSTS 
HTTP Strict Transport Security (HSTS) can be enabled for API by checking “Enable HSTS” 
checkbox on Data Services tab in configurator.  

Swagger 

This section allows configuring the public domain name to be used when the swagger web 
application needs to sign a user in to fetch results for an endpoint.. 

Host 

• Leave this blank to have swagger use the configured Services URL (existing behavior). 

• Set this to the public domain name to access the API. It will be used by Swagger when 
reaching back out to the API. 

Exclude port in token URL 
• Enable this when you have your environment setup to use a subdomain to map to the 

target port instead of explicitly specifying the port in the URL. (For example, 
api.mytransit.com vs www.mytransit.com:9000)  

Advanced Tab 

http://api.mytransit.com/
http://www.mytransit.com:9000/
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Portal Settings 

The Portal Identification section only applies if you are using or plan to use multiple installed 
instances of Web Modules that point to the same database (for load balancing, for example). 

Portal Name: Each installed instance must have exactly one Portal Name. When installing 
multiple instances, a choice must be made for each additional instance: will it share the same 
tabs and modules as the other instances, or will it use different tabs and modules from the 
other instances? 

• Instance with Shared Tabs and Modules: To share the same tabs and modules with 
another instance, use the same Portal Name for each instance (the default value is 
“FASuite Web”). This is the most common method, and should be used in a load-
balancing setup. 

• Instance with Different Tabs and Modules: To define an instance that has a different 
set of tabs and modules, use a different Portal Name from any other instance. This 
setup may be useful to an organization with distinctly different sets of users. For 
example: one instance for shop users (mechanics, supervisors, storekeepers, production 
managers), an instance for dashboards, PMM, and high-level reports (executives), and 
an instance for creating service requests and reservations (customers). In this example, 
each set of users would be given a different URL to access only the parts of the system 
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they need and may provide other benefits (upgrading the shop server without taking the 
customer server offline). 

o If this is a new install, no extra steps are required.  

o If this is an upgrade, additional steps are needed. 

Upgrades: 
In previous versions of Web Modules, tabs and modules settings were defined in a file 
named PortalCfg.xml. If this is an upgrade from version 6.3.x or lower, the existing 
PortalCfg.xml will be automatically loaded into the database where it will be 
managed from now on. This automatic load generally goes smoothly but if it does not 
you may see a Server is unavailable message in the web browser. If that happens, 
check InfoCenter.log in the LogDir for more information. If there is a configuration 
issue, the log file should describe the steps necessary to fix it. Some of the possible 
issues and solutions are: 

o Could not automatically rename PortalCfg.xml to PortalCfg.xml.loaded – to 
resolve the issue, rename the file manually, and verify that there is no file named 
“PortalCfg.xml” in the web folder. Restart the web application. 

o Configuration already loaded for Portal Name – this occurs in a configuration 
where two or more instances are sharing tabs and modules and have the same 
Portal Name value. The first time any one of the shared instances is accessed, it 
will load that instance’s copy of PortalCfg.xml into the database and rename it to 
PortalCfg.xml.loaded. Before accessing any additional shared instance (instance 
with the same Portal Name), it is necessary to manually rename that instance’s 
PortalCfg.xml file to PortalCfg.xml.loaded. After doing this, restart the web 
application.  

o Configuration already loaded for Portal Name – this can also occur if the goal is 
to configure two instances with different tabs and modules, and for some reason 
the Portal Name was not set to a unique value for each instance. To correct this, 
use Configurator to set the Portal Name to a unique value for each instance with 
different tabs and modules. After clicking Save, the web application will 
automatically be restarted. 

o Migrating tabs and modules defined in a test instance to a production instance.  

External Logoff URL: Enter an external URL into this field when you want the user to be 
redirected to another page after a timeout or when they log off.  

Enterprise Integration Options 

Encryption Key - Used when integrating external enterprise products into web modules. 
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Advanced Troubleshooting options 

Session timer – Not recommended to enable for production environment. 

ASPX debugging – Do not enable for production environment. 

Advanced database options  

Database Connection Pooling Options – Only change the pooling and data access settings if 
you know what you are doing. 

Encryption 

Deployment Encryption Key - Enter a secure messaging encryption key to enable encryption 
between the application and clients that connect to it. Restart any core application instances 
after applying this setting. 

Generate Key – Click this button if you would prefer the system to generate a key for you. 

Enable secure messaging encryption - This is only advised if you need the extra layer of 
security, and your web application server is physically a separate machine from where your core 
application.  

 LDAP Tab 
This tab controls how the system communicates with a configured LDAP server including 
connection details and credentials, authentication settings and user data import settings. 
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Authentication Settings 

A drop-down list allows you to select the authentication mode for LDAP configuration. The 
following values can be selected: 

• All Users – Every login to the system must be authenticated through the LDAP 
directory. This only applies to Web Modules and Data Services (mobile). 

• Mixed – Only users who have the “Requires External Authentication” flag set on their 
user record will be required to authenticate through the LDAP server. Otherwise, the 
native system authentication will be used. 

• Mapped groups only – In order to authenticate users against the configured LDAP 
server, they will need to belong to at least one user group in the system that has the 
LDAP server. Otherwise, native system authentication will be used. 

External Server 
This section controls how the system will connect to the LDAP server. It includes the following 
fields: 

• Host - IP address or server name of directory to connect to. 

• Port - The port to be used when connecting to the directory service. 
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• User - The "view-only" user to be used to pull user information from the directory 
service. 

• Password - The "view-only" password to be used to pull user information from the 
directory service. 

• Filter - The LDAP filter used to filter the directory service down to users and groups in 
the system. 

• Recursive - Indicates that sub-folders in the directory service should be pulled as well, 
or if only the filtered folder should be pulled. 

• Use SSL - Indicates if the LDAP connection should use certificates for secure 
communication. This is turned off by default, because it requires additional environment 
configuration. 

• Test Connection - Attempts to connect to the configured LDAP directory using the 
server, port, user and password provided. Displays a message to the user indicating 
success or failure. 

• Test Filter - Attempts to connect to the configured LDAP directory and runs a query 
using the provided filter. Displays a message to the user indicating success or failure 
and the number of user records found in the filter. 

User Synchronization 

The settings in this section support importing user data from a configured LDAP server. For this 
functionality to work, the External Server section must also be completed to allow for connection 
to the LDAP server. 

Settings 

• Enable user data import - Enables the ability to import user data from the LDAP server. 
When this is disabled, users will not import data on login and the UI in the User 
Management admin page in web modules will be hidden. 

• Import data on login - Controls if user data should be imported into the system when 
the user logs into the system. 

• Create user record on login - Controls if the system user record should be created if it 
does not already exist when the user logs in. 

Field Mapping 

These settings control how user attributes from the connected directory are mapped to the 
system user fields. If the field is left blank, that data will not be imported from the LDAP server. 

Config Files Tab 
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This tab contains a drop-down list that allows you to select which file to review. While the raw 
SAVED XML files are displayed, all editing of the files should be done through the other tabs of 
this Configurator tool.  

 

Finalizing Configuration 

To save all updates performed: 
1. From any tab, click Save and Restart Web Application when you are finished using the 

Configurator. A warning dialog may display to warn that if you save, you will log off all 
connected users.  

 

2. Click OK. 

3. Click OK on the Settings Successfully Saved dialog. 

4. Click EXIT to exit Configurator.  

 If you are performing an installation or upgrade, exiting the Configurator will resume 
the install or upgrade process.  
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 You can launch the Configurator at any time from the web/bin folder in your installed Target 
directory which can be accessed by clicking the folder name in the main Installer window. 

Advanced Tab 

The FASuite Services Integration Options for Maps section allows you to change the default 
port number used by the mapping service. The default setting for this option is 9000 which can 
be changed. 
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5. Install Data Services  
Data Services is an integration service that is required as part of the core installation. It supports 
MobileFocus devices and provides access to geocoding, geodata, and tiles for mapping 
functionality throughout the system along with any API processes. 

Prior to installing Data Services, ensure the following requirements have been met: 

• Requires 64-bit Windows 

• Must be installed in the same deployment as the Web Modules. 

• Must be installed on the same machine as the Web Modules. 

• Only one instance of the API service should be installed per deployment. 

 If Data Services is running as server or console, it must be shut down prior to upgrading. 

From the Installer, do the following: 

1. Choose a deployment from the Your Deployments drop-down list. 

2. Click Install New in the Data Services section. 

 

3. The configuration file for the Data Services is located at 
deployment/DataServices/EAM.services.exe.config 

i. The folder and file are created by the Web Modules Configurator when the Save 
button is clicked. 

ii. If you do not see it in the specified location, contact Customer Support to verify 
the version being installed. 

4. Edit the service properties to startup automatically and set auto-recover options to 
restart at first, second, and subsequent failures. Set restart service after two minutes. 

5. Start the service that was installed.  

i. In the case where there are multiple services on the machine, you can identify 
the desired service by the folder name in the service description. 

ii. If the service was already installed and running, the installer will attempt to stop 
it, upgrade it, and restart it. Verify that this worked. 
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6. Launch Configurator via Config button after installing the API service. 

7. Configure the Web Modules using the Configurator. 

8. After configuring the API service, click Save in the Configurator and then restart the API 
service. 

Data Services and API Service Configurator 
When you install the API service, you must configure it separately from the main Web Modules 
configurator.  

The Data Services Configurator will launch after clicking the Config button when installing the 
API service. To access it when not doing an install or upgrade, launch the Configurator.exe from 
the DataServices folder of the deployment. 

 

The Data Services Configurator has the following tabs. Please click the link for each tab to go to 
the full description of the tab: 

• Database 

• Options (File Upload Settings only) 

• Asset Index 

• Data Services 

• Advanced 

• Config Files 
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After configuring the API service, click Save and restart the API service. 

Important Information: 
• Only one instance of the API service should be installed per deployment. 

• If any configuration changes have been made to Web Modules such as database 
connection, application server connection, API host or port, or for any settings that are 
shared between the API and Web Modules, then you must also make the same changes 
to the API service. 

o Go to the folder where the API Service runs and launch Configurator.exe to make 
the changes. 

Port Exclusions 
It is recommended to perform port exclusions for the specific ports to be used by EAM. 
Components to consider for port exclusion: 

• Core Application port (for each instance) 

• Data Services Identity Service port 

• Data Services Primary Service port 

• MAXQueue port 

• Reporting Application Server port 

To manually configure port exclusions: 
1. Run Powershell as an admin for machine. 

2. Confirm what software is running on what port using the following command: 

o netstat -ab 
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3. Confirm the tcp dynamic port range for machine using the following command: 

o netsh int ipv4 show dynamicport tcp 

4. Ensure product or their related windows service is turned off on machine for the port 
exclusions you will add. 

5. Execute the following command replacing <theport> with each port you wish to exclude: 

o netsh int ipv4 add excludedportrange protocol=tcp startport=<theport> 
numberofports=1 store=persistent 

6. Confirm exclusions using the following command: 

o netsh int ipv4 show excludedportrange protocol=tcp 

7. Confirm that the local address 0.0.0.0 is added to the iplisten list on machine using the 
following command: 

o netsh http show iplisten 

If it is not in list, then add using the following command: 

o netsh http add iplisten 0.0.0.0 

8. Turn products back on and confirm they are functioning as intended. 
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6. Install Reporting  
From the Installer, do the following: 

1. Choose a deployment from the Your Deployments drop-down list. 

2. Click Install New in the Reporting section. 

 

3. Verify the settings. 

 
4. Click Install Now. 

Reporting Server Installation 
From the reporting file directory, do the following: 

1. Right-click ~\[Crystal RAS Directory]\DATA_UNITS\RAS\setup.exe and select Run as 
administrator. If prompted with a User Account Control window, select Yes. 

2. Confirm your desired language and press OK. Click Next. 

3. Click Next on the Check Prerequisites screen after adding any missing prerequisites. 

4. Select the option to accept the license agreement. Click Next. 

5. Enter the product key. Click Next. 
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6. Select any desired additional language packages. Click Next. 

7. Click Next without changes to install the default features. 

8. Click Next again to start the installation. 

9. When prompted, select Finish. 

Reporting Server Configuration 
1. Locate and run Central Configuration Manager found in Start > All Programs > SAP 

Business Intelligence > SAP Crystal Reports Server 2016, OEM Edition > Central 
Configuration Manager. 

2. Stop the service SAP Crystal Reports Server 2016, OEM Edition. 

3. Right-click the service and select Properties. 

4. Select the Parameters tab: 

i. Update the radio selection under Max Number of Records to Unlimited 

ii. Toggle Option Type to Server. 

5. Optional: Change the Maximum Simultaneous Report Jobs option to Unlimited Jobs. 

6. Change the Report Directory value to Drive>:<DeploymentName>\Reporting.or 
Reporting Share Name if configuring stand-alone server.  

 The Reporting Share Name must exactly match the reporting path in the 
Configurator. 

7. Under the Properties tab, the default Log On As user will be set as System Account. 
Optional: Uncheck System Account and set the Log On As user to a network 
administrator specified service account with correct permissions. 

8. Restart the Report Application Server. 

9. Configure the Reporting Application Server using the Configurator. 
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7. Install MAXQueue and Integration Designer 
MAXQueue is a middleware integration tool providing real time and scheduled interfacing 
opportunities with numerous vendors. MAXQueue utilizes staging tables, messaging, email, and 
many other technologies to transmit and receive data between systems. Certain requirements 
must be configured before MAXQueue can be installed into your environment.  

 Please refer to the MAXQueue Administrator Guide for requirements, installation, and 
configuration details. 
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8. Configure Post-Installation 

Configuring Permissions 
The following permissions must be assigned to allow users to have proper access to the Web 
Modules. 

1. The IUSR account and IIS_IUSRS group needs read access to the following directory 
with the same permissions applied to all its child folders: 

o <INSTALL_DIRECTORY>\web 

2. The IIS_IUSRS group also needs write and modify access to the following directories 
and folders: 

o <DeploymentName>\WebModules\Temp 

o Temporary files folder – Always required. 

o <DEPLOYMENT_FOLDER>\Logs – Always required. Logs are located one level 
above the <INSTALL_DIRECTORY>  

o <INSTALL_ DIRECTORY >\Web\Search – Required if using Lucene. 

o <INSTALL_ DIRECTORY >\Web\Dashboard\Images – Required if using 
Dashboard module and/or PMM module. 

o <UPLOAD_ DIRECTORY > – Required if using File uploads. File UPLOAD_ 
DIRECTORY is specified on the Options tab of Configurator. 

o <REPORT_ DIRECTORY > – Required if using Ad Hoc Query and/or Crystal 
Reports (Reporting/Scheduling). The REPORTING_DIRECTORY is defined in 
the Reporting tab of Configurator. 

o <INSTALL_DIRECTORY>\\WebModules\DataFiles 

 This folder is only needed if you have an ICU integrated with FuelFocus. You 
may need to manually create this folder if it does not currently exist. 

Create Admin User via GUI 
An admin user must be created via the GUI before logging into EAM to continue with the 
installation configuration. 

1. Create a shortcut for the EAMGui.exe file. 

2. Right click on the EAMGui.exe file and select the Properties button. 
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3. In the Shortcut tab, select the Target field and append the path there with the TCP/IP 
address or the computer name of the system application server and the port number you 
defined for the application in the following format: 

i. <target path> <Address>:<Port> 

ii. C:\Trapeze\EAM\Prod\AppServer\EAMGui localhost:1999 

4. Log in to GUI with default credentials: 

i. User ID: USERSETUP 

ii. Password: usersetup 

5. Create a new user with administrative rights. 

6. Continue to web modules and login with the new admin user. 

Enabling Access  
1. Navigate to your Web Modules instance and log in with the new admin user. 

2. Click the Admin shortcut button at the top left of the page. Select Admin Center from 
the drop-down list. 

3. Click Installation Manager in the Administration Tasks box. 

 
The Web Modules Installation and License Management page displays. 

4. In the Primary Product Key field, enter the license key. Click the Restore Defaults 
button to populate the Quick Links and Welcome sections with the default links and 
message. Then click the Update Modules button to complete the installation process.  
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A Successful update message displays. 

5. Click the Back button to return to the Main Admin tab. 

Log out of the application, exit the browser, open a new browser, and log back in prior to 
accessing the specific modules for configuration.  
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9. Customize Web Modules 
To perform configurations through the Admin tab, you must be logged in as a member of a user 
group that has system administrator rights.  

Admin Center 
Initial configuration can be done through the Admin Center in the application. Click the Admin 
shortcut at the top left of a Web Modules page and select Admin Center.  

 

 

Administration Tasks 
The Administration Tasks area of this page includes buttons to access the Installation Manager 
and User Management pages as well as links to View Logs, Confirm Version, Database Model, 
Health Check, ActiveX, and Metrics.  
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Installation Manager 

Clicking the Installation Manager allows you to enter Installation and License Management 
information as well as view and update installed modules.  

 

User Management 

Clicking the User Management button takes you to the User Management page which provides 
system administrators an overview of the users in their system and allows them to perform 
certain functions. Metrics relating to users, user logging, user authentication and user data 
import are displayed on the page.  
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You can also do the following from User Management: 

• Turn logging on/off for all users. 

• Turn logging on/off for anonymous activity. 

• Turn logging on/off for one or more users at the same time. 

• Import users from a connected LDAP server (ability to create and update user data is 
supported). 

• View users in the system. 

• Filter users via a search box. 

• Interact with data in the user table, such as clicking a UserID to open the EP screen or 
click an email address to send an email to a user. 

User Logging 

Web Modules checks whether it is in logging mode every 20 seconds. Therefore, once logging 
is enabled for a user, you should wait 20 seconds before proceeding with testing. 

 If there are multiple instances of Web Modules running, the flag for whether the call log is 
turned on is stored in the database. Therefore, all Web Modules instances will log the 
information. 

• Click the Log all users button to log all users. 

• Click the Log anonymous activity button to log activities when no user is logged in. An 
anonymous user can use certain modules without logging into Web Modules.) 

Once logging is started, a file is generated in the following log:  

• Logs\<yyyymm>\<yyyymmdd>\WebModules\<Instance>\ directory called 
sqlcalls_<username>.log 

o <yyyymm>: Year and month of the logs 

o <yyyymmdd>: Year, month, and day of the logs 

o <Instance>: Specific web instance the logs were generated from 

View Logs 
Logging functionality is available through the Admin Center. There are two ways to view the log 
files:  

• Click the View Logs link on the Admin page 
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• Click the Admin shortcut and select View Logs:  

In the Log File Viewer page that opens, select a log by clicking the (+) in the menu on the left to 
drill down to the desired log. Click on the desired log to display it in the viewing pane. 

 

The log files are physically stored in the Logs directory that is at the same level as the main 
Web Modules directory. To view the log file, follow the default path: <Install Path>\Logs. 
Where Install Path is the folder you chose during the upgrade/install.  

 Clicking the blue hyperlink from the Installer instance will open the Install Path folder for 
easy access to the Logs. This includes Application, Web, Reporting, MAXQueue and other 
logs created by the system. 

• Refresh Listing: Updates the logs to update any changes since the page was launched 
or opened, or since the last refresh. 

• Get Files: This option allows you to select a log or set of logs that can be downloaded 
and zipped together in a file folder. When selected, choose what directories you wish to 
download by checking the appropriate checkbox and then click the Download button. 

 

• After selecting a log file to view, use the Search field in the bottom-right part of the 
screen to highlight specific entries in the log file. 

Confirm Version 
Confirm Version provides contents and details of the bin directory. 
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Database Model 

Database Model allows you to view Database Table information through the Admin Center.  

1. In the Administration Tasks area, click the Database Model link. 

 
2. Click a Table name to view the Table details and relationships dialog. 
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3. Click on a row to toggle information about it. 

Health Check 

To assist in troubleshooting web configuration issues, a Health Check page is available. 
Administrators can go to the Health Check page by clicking the Admin shortcut and selecting 
Health Check.  

In addition, any user may browse to the Web instance they wish to troubleshoot and type in the 
following URL: 

http://<instance URL>/<instance Name>/utils/healthcheck.aspx 

Where <instance URL> is the main Web URL. This cannot be localhost. It must be either a 
server name or an IP address. The <instance Name> is the name of the web application to 
which you are pointing. 

 If upgrading from an older version, you may need to refresh MAXQueue permissions to 
properly run the health check. Ensure that the ‘emsapp’ user has proper permissions. 
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The following screenshot shows a sample Health Check page: 

 

The Health Check page analyzes and displays information as follows: 

Message and Links - In the upper right corner, a message and links display. 

• A message summarizes the results of all tests. If all tests were successful, the text is 
GREEN and reads, “All tests passed!” If there are any failed tests, a message in RED 
indicates the issue that needs correction. 

• Link to view the Web logs – Follow this link to view any error log files. 

• Link to confirm file versions – Follow this link to view the version information for all web 
dll files. 

App Connection Verification – Validates that the version number is correct to pair with Web. 
This test displays results for each application connection string defined in the configuration. 

Data Provider Verification - Verifies direct DB connections as defined in the configuration. 

• Database type is displayed (MSSQL or Oracle) 
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• Each user type is tested - dba, app, and view users 

Required Permission Verification - Verifies required permissions for LOGS, DASHIMAGES, 
UPLOADDIR and ASSETCHOOSERINDEX.  

Client and Server Scripting Capabilities Verification 

• Must have access to the logging, web, and reporting directories with appropriate 
permissions 

• Indicates if Single Sign-On is enabled or not 

• Confirms the IIS Authentication method 

• Tests jQuery 

• Tests AJAX 

• Verifies that default.aspx web page is defined as a default document in IIS. 

If all of the above information passes the tests, then Web Modules should run successfully. 

Health Check Troubleshooting 

A simplified version of this health check is performed every time the web application starts. If a 
critical area fails, the application server will go into a “Server down” state, and users trying to 
access the website will see a Server is unavailable message. If this happens, check the 
LogDir/InfoCenter.log (Health Check section) for the reason that the web app was disabled. 

Possible reasons web app can be disabled: 

• Database connection failure 

• Invalid permissions on required folders 

• Incorrect ASP.NET / framework version 

• Incorrect version for one or more Application servers 

When the web app is disabled, it is usually still possible to access the web pages in the tools/ 
and utils/ folders (including log file viewer, health check, and tools/faversion.aspx). However, 
if there is a sever issue (like loss of database connectivity) this will not occur. 

If the server is unavailable, and you do not see any entries in the LogDir folder, verify that the 
IIS user (or ASPNET user, depending on your configuration) has write permissions to the LogDir 
folder. 

Apps 

The Apps section allows you to install apps to work with EAM.  The following are apps that are 
available to be installed. 
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StationConnect 

Click the Station Connect App Install link to download the StationConnect.Installer exe.  

 Please refer to Station Connect documentation for specific details regarding installation and 
use of the Station Connect app. 

Performance 

Clicking Performance in the Administration Tasks section takes you to a page that allows you to 
set a refresh rate for each type of session, view statistics, and export this data. 

 

Options 

The Options page allows you to set certain portal-wide options.  
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Reporting Options 

Use Asset Chooser instead of Choice-list: Check this option to use the Asset Chooser when 
selecting assets when running reports. 

Show logged in User ID on report: Check this option to display the logged in user at the footer 
of reports. 

Require access rights for all ad hoc reports: Provides an additional layer of access rights. 
Administrators can specify what Users and User Groups may be allowed to view reports. This is 
beneficial when two types of users both have access to the same screen, but one of them 
should not be able to see the other's reports. For example, a supervisor may create a cross-
team performance report that they do not want everyone with access to that screen to be able to 
view. 

User group allowed to create new Ad Hoc reports: Allows you to specify which user groups 
are allowed to create new Ad Hoc reports. 

Web Modules UI Preferences 

Environment color: Configure the color of the tab bar. This option can be used when needing 
to identify non-production environments.  

Log in page image: Select or upload and configure an image for the log in page. This image 
appears as a background on the log in page. 

Log in page logo: Select or upload and configure a logo for the log in page. This logo appears 
at the top of the log in page. 

Navigation panel logo: Select or upload and configure a logo for the navigation page. This 
logo appears on the navigation panel. 
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Application logo: Select or upload and configure a logo for the application. This logo appears 
at the top, left of the application. 

Center application logo (optional): Select or upload and configure a logo for the center of the 
application. This logo is optional and would appear at the top, center of the application if 
enabled. 

Web Control Customizations 

Clear user table customizations system-wide: Enable if you would like to clear table 
customizations that have been created by users. 

Clear portal default table customizations system-wide: Enable if you would like to clear the 
default table customizations system-wide. 

AG Grid table license key: Allows configuration of a table library license key which is part of 
the Service Request Center portal. The AG Grid license is required and a banner will appear at 
the top of the page if the AG Grid license key is missing. The banner message will only 
disappear once the AG Grid License Key field is completed. 

 

Mobile Options 

Allow saved login on device: Check this option to allow the user to open the mobile 
application and automatically be logged in. This option uses the last user that was logged into 
the application for auto-login.  

Use External Identifier as Username: Check this option to enable users to log into the web 
application using their external ID (such as their email address).  

 Note: If Single Sign-on (SSO) is not configured at the server level through the configurator, 
this setting will not apply to MobileFocus. If SSO is enabled at the server level, users logging 
in will see an optional link on the mobile device to enter their external ID and use SSO. 

Auto-logout timer (minutes): Define a time in minutes for when mobile will log out. 

Map Options 

Default map bounds: Pan and zoom the map to the desired view, and then click Use this view 
to set the center latitude, longitude, and zoom level. 
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You can also set the Default center point and bounds using the Latitude and Longitude fields, 
and the Default zoom level.  

Enable GE CityIQ IoT Sensors Integration: Check this box to enable GE CityIQ IoT Sensors 
Integration. This option also allows you to set the Authentication URL, Events URL, Media 
URL, Metadata URL, Username, Password, and Service Subscription for the integration. 

Metrics 

Metrics allows you to view Web Usage Metrics including Screen statistics, Browser statistics, 
and User statistics.   

1. In the Administration Tasks area, click the Metrics link. 

 
2. Click Show all to show all results in the list. 

3. Click a Screen ID, Browser, or User ID link to open additional screens and view more 
statistics about that selection.  

Manage Shortcuts 
Web Modules offers shortcuts to the Enterprise Portal, Reports, Instant Messenger and 
Notifications. These shortcuts allow specified user groups to access Enterprise Portal, Reports, 
Instant Messenger and Notifications from anywhere in Web Modules. When the logged in user 
has access rights to a shortcut, it appears as an icon in the upper left corner of all Web Modules 
pages as shown in the screenshot below.  

To configure the user groups that have Shortcut access: 
1. Click the Admin button and select Admin Center. 
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2. Click the edit pencil icon for the desired shortcut in the Manage Shortcuts area of the 
Main Administrator Page. 

  

3. Select the desired User Groups and click Apply Changes. 

The shortcuts will display in the upper corners of the Web Modules pages. 

Manage Tabs 

Adding a Tab 

Modules are added to a Web Modules instance via tabs. Once you have installed the Web 
Modules base and accompanying modules, basic configuration of the modules is determined 
based on your organization’s requirements. 

1. In the Manage Tabs section, click the Add New Tab button. 

 

The Tab Configuration and Access Rights page displays. 
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2. In the Tab Name field, enter the name you would like to designate for the tab.  

3. Set the Authorized Roles to restrict who may access the Work Mgmt tab by checking 
the desired groups. These groups are based on your user groups, so set access 
accordingly. 

 By checking the All Users option, Web Modules will not require a valid logon for an 
end user to access the tab. Certain web modules may be configured to support such 
anonymous access to their functions. 

4. Check the Show to mobile users? option if you would like the tab to be available to 
mobile users. In the Mobile Tab Name field, enter the tab name you would like 
displayed for mobile users. 

5. In the Add Module section, enter the following: 

o Module Type: Select the module you wish to associate the tab with from the 
dropdown choice list. 

o Module Name: Enter the module name you wish to display on the page for this 
section of the Web page.  

6. Click Add to Organize Modules Below.  

The module name displays under Content Pane in the Organize Modules section as 
shown in the screenshot below. 
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You may choose to move the module to the left or right panes for formatting needs, and 
more than one module may be stacked on top of each other in each pane. The 
Dashboards Module is an example of a module that may be stacked on another module 
to provide an immediate snapshot of key performance indicators within that module. 
Most modules, however, are designed to exist on tabs alone. 

 Some modules, such as Service Request, will cause unexpected results due to 
features within each page when using a shared tab between two (or more) modules. 
If using multiple modules on one tab, test all workflow functionality before configuring 
for general use. 

8. Click Save to save the changes and add the tab. 

Deleting a Tab 
To delete a tab from Web Modules, log in to Web Modules. Click the Admin button and then 
select the Admin Center link. 

You are taken to the page where tabs, user groups and module definitions may be modified. In 
the Manage Tabs section, highlight the tab name you would like to delete and click on the X to 
the right. 

Deleting a Module from a Tab 

In some instances, you may have more than one module installed within a tab (for example 
Dashboards Module stacked with the Supervisor Portal). To delete the stacked module, follow 
the steps below.  

1. Click the Admin button and then click the Admin Center link.  

2. Select the tab that needs to be modified and click the Delete icon. 
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Granting Edit Rights for Tabs 

To give module editing rights to other user roles: 
1. In the Admin Center, select the tab you want to edit, and click the edit pencil. 

2. In the Organize Modules section at the bottom of the page, click the module name in the 
Content Pane to select it. 

 
3. Click the Edit icon to the right. 

The Module Settings page displays.  

 

4. To restrict who may edit settings and content in the new module, check the appropriate 
user groups checkboxes in the Roles that can edit content area. If the module has an 
associated edit page, the roles checked in this area will have access to edit the module. 

5. To save the changes, click Save, or to leave without saving changes, click Cancel. 

6. You are taken back to the Tab Configuration and Access Rights Page. Scroll to the 
bottom of this page and click Save to save changes to the tab and its modules to Web 
Modules. 

You are returned to the Admin Center and the new tab will display along the top of the 
application and under the Manage tabs section. 
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Setting a Default Tab 

Use the Administration Tasks page to set a default tab for a user group to see when they first 
open the Web Modules. 

To set a default tab: 
1. In the Admin Center, select the user group that needs a default tab in the User Groups 

pane. 

2. In the Default Tab drop-down below, choose the new default tab. 

3. Click Apply. 

Passwords and PIN Numbers 
The following are the minimal password complexity requirements which are automatically set for 
new installs: 

• Password may not be the same as User ID 

• Minimum of 8 characters 

• Combination of letters and numbers required 

• One special character required 

• User passwords must be changed every 60 days 

• Minimum number of days between password changes is one 

• Number of password changes required before reuse 6  

If upgrading, an optional script can be run to enforce these minimal password complexity 
requirements. 

The system will notify the user that their password is expiring beginning 14 days before it 
expires (default). The number of days can be configured by going to the Security – Setup – 
Options screen, Passwords tab in the Enterprise Portal.  

Forgot Password? 
If Enable Reset Password was set in the Configurator, a Forgot Password? link displays under 
the Login button.  

For this process to work, the following items must be true: 
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• A valid matching user ID in the USR_MAIN table. This matching user ID cannot be 
disabled, but an expired password is allowed to user this reset process. 

• The matching user ID record in the USR_MAIN table must have a valid email entered. 
Emails from the Operator table are not able to use this reset process. 

• MAXQueue Notification Module must be configured correctly and enabled, along with 
the AWMessageInsert Data Event. 

To reset your password: 
1. On the home page, click Forgot Password?. 

 
The Reset Password pop-in displays. 

2. Enter your User ID and click Reset Password.  

If an email address exists for your User ID, a unique password is generated and an 
email is sent. 

3. Enter your user ID and the temporary password supplied in the email to log in. On the 
next log in, you will be prompted to change your password. 
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Change Password 
Use the following procedure to change your password through the Web Modules.  

To change your password: 
1. In the top-right corner of the Web Modules, click your ID where it displays Welcome [ID]. 

 

The password options display.  

2. Click Change Password. 

The Change and Verify Password pop-in displays. 

 

3. Enter your current password (in the Old Password field), and the new password in the 
New Password and Confirm New Password fields. 

4. Click Change Password to save or Cancel to cancel out and leave the password the 
same as it is.  

Change the PIN Number 
Use the following procedure to change your PIN number through the Web Modules.  

To change your PIN: 
1. In the top-right corner of the Web Modules, click your ID where it displays Welcome [ID]. 

The password and PIN options display.  

2. Click Change PIN. 
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The Change your PIN pop-in displays. 

 
3. Enter your current PIN (in the Old PIN field), and the new password in the New PIN and 

Confirm New PIN fields. 

4. Click Change PIN to save or Cancel to cancel out and leave the PIN the same as it is.  

Customizing Home Tab 

Editing Modules and Layout of Home Tab 
To modify the layout of the Home Tab or add a module such as the Announcements or Events 
modules, go to the Admin Center. 

1. From the Manage Tabs section of the Admin Center, select the Home tab from the Tab 
list. 

2. Click the Pencil Icon next to the Tabs list. 

3. Scroll down to the Add Module section. Select the module you would like to add and 
click Add to “Organize Modules” Below. 

4. Configure the appearance of the module in the Organize Modules section.  

5. Click Save. 

Quick Links Module 

To add a link: 
1. Click the Plus icon next to the Quick Links title. 
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The Link Details page displays. 

  
2. Complete the fields for the type of link you want to add. The types available are URL, 

Screen, and Crystal Report. 

Link Detail 

o Title: Enter the title of the link to display. 

o Description: Enter a description if desired. 

o View Order: Enter a numerical value to indicate the order you would like the link 
to appear in the Quick Links list. 

o Created by and Created on: When creating a link, the system records the 
creation information. 

Link Target 

o URL  
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 URL: Enter the URL in this field. This field is hidden if the EP URL 
checkbox is checked. 

 Open in new window: Check this box if you would like a new browser to 
open when the link is clicked. 

o Screen  

 Screen ID: Enter the screen ID number for the screen. This field is 
hidden unless EP URL is checked. 

 Filter Pairs: Enter the basic filter information for the screen. This filters 
the screen automatically when it loads, rather than having to enter filter 
information when the screen opens. This field is hidden unless EP URL is 
checked. 

 Note: Note filter value pairs must be in the following format:  
(window:control = value) separated by a “^”.  

For example, the following filter information filters on the window 188:2, 
and 188:3, and filters for the control information of RALOC2, the year 
2013. 188:2=RALOC2^188:3=2013 

o Crystal Report 

 Report Name: Select the report from the drop-down menu. 

3. Click Save. 

The Home Page displays your newly added Quick Link. 

To modify or delete an existing link: 
1. Click the Edit Pencil icon next to the link on the Home page. 

 

The Link Details Page displays where you may edit information accordingly. 
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2. Edit the information accordingly and click Save. 

3. Delete the link by clicking Delete. 

Welcome Module 

To customize the welcome message: 
1. Click the Edit icon next to the Welcome title. 

 
The HTML Settings page displays. 
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2. Enter plain text or HTML in the Desktop Content area to customize the Welcome 

message displayed on the Home page. Click Source in the upper left corner if you plan 
to enter HTML content directly. Enter plain text or HTML in the Mobile Content area if 
your company has mobile users. 

3. Customize the appearance using the HTML Message Setting toolbar. 

4. Click Update to update your Welcome message or click Cancel to cancel the action. 

To add an image to the Welcome area: 
1. Place the image in the directory within WebModules\Web\Images folder. 

 Note: Create a custom directory to keep all user added images centralized and 
prevent them from being overwritten in future upgrades. For example, the location 
would look like the following: 

http:\\<server>\<instance>\WebModules\Web\images\<customdirectory>\myimage.png 

2. From the HTML Message Settings toolbar, click the down arrow in the image section. 

 
3. Place the link to the image uploaded previously to your images folder in the URL field.  

4. Click Ok. 
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User Interface (UI) Options 

Enabling and Disabling UI Control Mode in Web Modules 
In Web Modules, most controls are assigned to UI controls for tailoring and language support.  

To use UI controls: 
1. To turn on the UI controls, right-click on the logo in the upper-left corner. 

2. Click Show UI Ctrl Info. 

 
The UI Ctrl mode is enabled. 

3. Hold the Shift button and click on a label (for example, Filter below). This method is 
used to see information for both web modules and Enterprise Portal screen fields and 
labels. 

 
A dialog box displays the Screen ID, Window ID, Control Order, Default Title, and User 
Title. 
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4. Click OK. 

5. To turn off the UI controls, right click on the logo. 

6. Click on Hide UI Ctrl Info. 

7. Click OK. 

8. Refresh your browser which will take you back to the home page. 

The UI Ctrl mode is disabled. 

Modifying a UI Control for a Web Modules Page 
Administrators can use the following processes to modify a UI control for a Web Modules page 
through the Enterprise Portal Screen Launcher. 

To open the screen for UI modification: 
1. From the Web Modules, click the Admin shortcut and click Screen Launcher.  

 
2. The Screen Launcher screen displays.  

 

3. Click Search to find the screen you want to edit.  
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4. Click Apply Filter. 

5. Click Launch the screen.  

 
6. Use the appropriate Admin Mode, as described below, to edit the UI as needed. 

Admin Mode 

Use Admin mode to control UI in the Enterprise Portal screens and Web Modules. You can 
choose to hide or display fields, change admin options, field titles, etc. To use admin mode, you 
must have administrative rights in the Enterprise Portal. 
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Starting Admin Mode 

To start Admin mode: 
1. On an Enterprise Portal screen, click ADMIN MODE. 

 

2. Several options display: 

o  Edit Control Rights: Edit user control rights for selected fields. 

o Edit Control Info: Edit control information such as hiding fields and tabs. 

o Multi-Control Edit: Edit multiples records at a time 

o Preview Mode: Choose a user group while in preview mode to see what that 
user group will see when using that page.  

o Exit Admin Mode: Exit any admin mode you are currently using. This option is 
greyed out unless you are currently in an admin mode and click Admin Mode. 

3. Select the needed admin option.  

Admin mode changes to Editing Rights, Editing Info, Multi-Edit Mode, or Preview Mode 
depending on the option chosen.  

 
4. For more information on using the different options, refer to the options below.  

Using Edit Control Rights 

The option for editing control rights allows you to edit the rights for user groups. This changes 
what user groups have access rights to pages. Editing control rights cannot be accessed while 
editing a record or inserting a new record. 

To edit rights: 
1. Start the Edit Control Rights mode as explained in the Starting Admin Mode section.  

2. To select a field or tab to edit rights to press and hold Shift, and then click the field.  
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The Edit Control dialogue displays control information on the left side of the dialogue and 
options for editing control rights on the right. 

 
3. From the Control Template drop-down field, select a control template. This is the user 

group template (applied through the User Groups screen) that controls user access 
rights to screens, their tabs, data, and reports. For more information on user groups, 
refer to the help for the User Group screen.  

4. Select Deny View?, Deny Update?, or More Info?. 

o Deny View?: Check this box to turn off access to the field. This hides the field on 
the screen. 

o Deny Update?: Check this box to turn off access to update the field. The user 
can see the field, but not edit.  

 More Info?: Check this box to make this field a more-info type field. More 
info fields are hidden or minimized on the web screen until a user clicks 
the button to expand those fields. This field applies to fields that display in 
the web screen only.  

5. When you are done making changes, click one of the options at the bottom of the pop-in. 

o Close: Closes the pop-in without saving changes.  

o Save and Close: Saves the settings and closes the pop-in. This button is greyed 
out until a setting is changed. 

o Save: Saves the settings, but keeps the pop-in open (this also can be used while 
you are in progress to save the current changes without exiting). This button is 
greyed out until a setting is changed. 
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Using Edit Control Info 

The option for editing control info allows you to change default text of a label, set a control as 
required or highlighted on the screen, and other options that change the way users interact with 
that control. 

To edit control info: 
1. Start the Edit Control Info mode as explained in the Starting Admin Mode section.  

2. To select a field or tab to edit info for, press and hold Shift, and then click the field.  

The Edit Control dialogue displays with control information on the left side of the 
dialogue, and your options for editing control info on the right. 

 
3. Edit the necessary information fields. These fields can vary from control to control as to 

which options are available to edit: 

o User Title: Enter a title for the field to override the default title. For label controls, 
this changes the text shown to the user. 

o Required Field?: Check this box to make this a required field. 

o Attention Field?: Check this box to make this a field that is highlighted. 

o Zoom Buttons: Zoom buttons display as magnifying glasses and open a specific 
screen in the Enterprise Portal. These buttons use the screen, window, and 
control IDs found for specific areas when you are in admin mode. These buttons 
either show status of Enabled or Disabled on the Edit Control pop-in. You can 
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only have one zoom button set at a time for a field, either single zoom or multi-
zoom.  

 Single Zoom Button: Add a zoom button to the field. Click Edit to add or 
edit a zoom button. When you are done entering the following 
information, click Save Zoom Button, or click Close at any time to cancel 
out of this pop-in. 

Enabled?: Check this box to enable the zoom button. 

Screen ID: Enter the ID of the screen to open with the zoom button. 

Window ID: Enter the window ID. 

Control ID: Enter the control ID. 

 Multi Zoom Button: Add a zoom button to the field. When you are done 
entering the following information, click Save Zoom Button, or click 
Close at any time to cancel out of this pop-in. 

Add Control: Add a zoom control. 
Remove Control: Remove the last zoom control on the list.  

Enabled?: Check this box to enable the zoom button. 

Screen ID: Enter the ID of the screen to open with the zoom button. 

Window ID: Enter the window ID. 

Control ID: Enter the control ID. 

Source Window ID: The window ID of the item you want to fill in the 
target screen. 

Source Control ID: The control ID of the item you want to fill in the target 
screen. 

Target Window ID: The window ID of the field you want to fill with the 
source information. 

Target Control ID: The control ID of the item you want to fill in with the 
source information. 

o Filter?: This section enables you to set whether this field displays for the filter 
and sort buttons of the Enterprise Portal. Options allow you to turn on this field 
for both filter and sort, or only one or the other. 
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o Custom List: This drop-down contains the custom lists defined in your 
environment. Selecting a list from the drop-down allows users to access that list 
as their choice-list from the field. 

o Entry must exist in defined list?: If this box is checked, the user must choose 
an option from that list when filling in this field (if they enter any other value, a 
validation error will display). If this is unchecked, users can either select from the 
defined list or enter any value. 

4. When you are done making changes, click one of the options at the bottom of the pop-in. 

o Close: Closes the pop-in without saving changes.  

o Save and Close: Saves the settings and closes the pop-in. This button is greyed 
out until a setting is changed. 

o Save: Saves the settings but keeps the pop-in open (this also can be used while 
you are in progress to save the current changes without exiting). This button is 
greyed out until a setting is changed. 

Using Multi-Control Edit Mode 

Use the multi-control edit mode to edit multiple control right or control info items at the same 
time. With the following editing controls, you can edit both global rights, and rights that are 
controlled through user groups. In the editing area, these items are separated by the Template 
drop-down menu.  

1. Items above the Template drop-down affect global rights. Users with rights to the screen 
affected by these changes, will see the options as they are set up regardless of which 
user groups they belong to.  

2. Items below the Template drop-down are affected by the user group template, and 
changes will differ for users depending on which user groups they belong to. Select a 
template in this field to choose what those users can view, update, and see more info 
for.  

To use multi-control edit mode: 
1. Start the Multi-Control Edit Mode as explained in the Starting Admin Mode section.  

2. Press and hold Shift and click fields to select them.  
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Fields display with yellow highlighting when selected. 

3. Click the slider to open the edit menu. 

 

Selected controls display in the bottom section of the edit menu.  

4. To remove a selection, press and hold Shift and click the highlighted field, or click the X 
in the top-right corner of the selected control in the slider menu. 

5. Edit the items as needed. Edit multiple items with the same edits, or specific controls for 
individual items.  

To edit all selected items: 
o Click Set All or Clear All to set all selected controls with the same option. For 

example, click Set All for the Required? option to set all the selected items to be 
required. 

 Note: For the user-group affected options (under the Template field), you 
must select a control template before editing controls for the selected user 
group. 
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To edit individual items: 

o Check or uncheck the options in the individual controls to set each control.  

o When you are finished making changes, click Save Controls.  

The controls are saved and the page refreshes. Your selections will remain 
selected in case there are other changes to make.  

Using Preview Mode 

Use the preview mode to view a page with the rights of a specific user group. This allows you to 
ensure you have the correct settings and available fields, tabs, pages, etc. for the groups that 
need them.  

 Note: You must click New to create a new record or click Edit to edit the record on the 
current screen to have access to the preview mode.  

To view the preview mode: 
1. Start the Preview Mode as explained in the Starting Admin Mode section.  

2. From the Select a user group choice-list, select the user group for this screen.  

The screen displays as the selected user group will see when they use the page. 

3. Change the user group as needed to see any group’s screen views. 

Exiting Admin Mode 

Closes the administration mode and returns the user back to the normal Enterprise Portal mode.  

To exit Admin Mode: 
1. In the top-right corner of the Enterprise Portal, click EDITING RIGHTS.  

 

2. Then click EXIT ADMIN MODE. 

The Enterprise Portal returns to the mode for regular use.  
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Access a Web Modules Tab via a Properly Formatted URL 
Via a properly formatted URL, clients can link into Web Modules from an external system. It is 
possible to access a specific Web Modules portal/page and to access a user’s default Web 
Modules tab. For formatting information, please refer to A.3 Formatting a URL to Access a Web 
Modules Tab. 

Customize the Logo 
To display your company’s logo at the top of all Web Modules pages, replace the file mylogo.gif 
(found in the Web Modules server’s \Web\images directory) with your organization’s logo 
picture file. The new file must be named mylogo.gif and should ideally be between 180-475 
pixels wide by 45-62 pixels tall. 

 If you customize the logo, it is necessary to give security rights for AUTHENTICATED USER 
and IUSR to access the custom mylogo.gif file. 
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Appendix A. Technical Configuration 

A.1 Sharing and Migrating Tabs 
Tabs and module settings are managed in the database. This makes it easier to manage 
multiple web instances that share the same tabs but may require additional steps if you are 
upgrading from a prior version. 

To control the tabs in any additional web instances that you install, you can now use the Portal 
Name setting in Configurator (on the Advanced tab): 

 

• If you want to have two different web instances that have different tabs and module 
settings, each instance needs a unique Portal Name. 

• If you want to have two or more different web instances to have the same tabs and 
module settings (for example: you are using a load balancer), each instance needs to 
share the same Portal Name. 

If you deploy two web instances with the same portal name, then users can connect to either 
web instance and see the exact same tabs and the same module settings. 

Migrating Tabs from Test to Production 
Use this process to migrate tabs from a test server to a production server.  

This will migrate the tabs and their modules, but will not migrate the module settings  

1. Navigate to the Web Modules Admin Center on the test server. 

2. Click Export Tabs. 
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The PortalCfg.xml file will be exported to the LogDir folder. 

3. Stop the internet service on the production server. 

4. Copy PortalCfg.xml from the Logs folder of the test server to the web folder of the 
production server (to the same folder that contains web.config). If there is already a 
PortalCfg.xml file in that folder, rename it to “PortalCfg.xml.old” before copying. 

5. Navigate to the bin folder of the production instance. 

6. Launch Configurator.exe. 

7. Go to the Advanced tab. 

8. Change the new portal name to a unique value, such as Prod. To force the instance to 
reload the PortalCfg.xml file, you must confirm that no other web instances against the 
database are using the Portal Name value.  

 Note: Only change the new web portals. Leave old production portals as they are 
already named. 
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9. Use a web browser to access the Web Modules production instance and the new 
modules/tabs will be migrated.  

10. To migrate the tabs from test to additional production instances, go to each additional 
instance’s web/bin folder, launch Configurator.exe, set the Portal Name to the same 
name you used in Step 8, and save then exit Configurator. Use a web browser to test 
each additional instance and verify that the tabs are consistent with the other instances 
using the same Portal Name. If you encounter errors, check InfoCenter.log for details. 

A.2 Creating URLs to Launch Web Modules Reports 
This appendix explains how to construct an URL that will automatically launch a Web Modules 
report with pre-defined filter criteria. 

This is especially useful when used in the Dashboards Module as an element’s drill down URL 
(the URL that is launched when a dashboard element is double-clicked). It is also useful when 
building HTML links to pre-defined reports. 

URL Construction 
To construct a URL, it is necessary to follow the conventions as listed in this section. 

The generic form of the reporting URL is as follows: 

http://<WebserverName>/<VirtualDirectoryName>/Reporting/ReportViewer.aspx?ReportN
ame=<ReportPath>%2f<ReportName>&Page=Report&<FilterCriteria> 

Where: 

• <WebserverName> is the name or IP address of the Web Modules Server 

• <VirtualDirectoryName> is the name of the Web Modules Virtual Directory (typically 
“Web Modules”) 

 If the Web Modules environment uses HTTPS or a load balancer, it may be easier to 
omit the <WebserverName> and <VirtualDirectoryName> elements, leaving the URL 
as: 

Reporting/ReportViewer.aspx?ReportName=<ReportPath>%2f<ReportName>&Pag
e=Report&<FilterCriteria> 

While you cannot test the URL in this format by pasting it into the Internet Explorer (IE) address 
bar, this is the preferred format as it handles multiple-server environments. 

• <ReportPath> is the folder or folders where the report you want to run is located. 
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• <ReportName> is the filename of the report you want to run. This is the filename of the 
report, not the title of the report. Example: for the report titled Labor by Task/Class, the 
filename is FA-LaborByTaskClass.rpt. The filename can be found on the report’s 
About page (through the Reporting tab). 

 All spaces need to be replaced with a plus sign (“+”). Example: the “Shop 
Operations” folder must be referred to as “Shop+Operations”. 

 If you need to refer to a subdirectory, use “%2f” instead of a forward slash.  

• <FilterCriteria> is the list of all filter elements for the report, with filter values. Rules for 
creating this section are described in the area below titled Detail on Filter Criteria. 

An example of an URL pointing to the Equipment Inventory List by Department, for all 
departments, all assets would be: 

http://localhost/InfoCenter/Reporting/ReportViewer.aspx?ReportName=Equipment
+Info%2fFA-EQInvList-Dept.rpt&Page=Report&Depts=[ALL]&Asset=All 

Detail on Filter Criteria 

In the above example, the filter criteria are as follows: 

Depts=[ALL]&Asset=All 

As you can see, each filter on a report has a specific parameter name that must be used in the 
URL (for example, “Depts” and “Asset”). 

The easiest way to find the parameter names for a given report is by following the steps below: 

1. Log into Web Modules and go to the Reporting portal. 

2. Find the report you want to link to and click on the report name to view. 

3. Click the XML button next to the report. 

4. Open the file in a text editor. 

5. Locate <Re por t Se t t i ngs > -> <Fi l t e r I t e m> -> <Na me > to see the parameter name. 

 All filter parameter names must be included in the URL for it work correctly. If not, the URL 
will take the user to the Filter page, where the missing filter criteria must be entered. 

Testing the URL 

To test your Web Modules Reporting URL, follow the steps below. 

1. Log into Web Modules using a User ID that has access to Web Modules Reporting. 



Customize Web Modules 

Page 94 of 108 Trapeze EAM™ - Administrator Guide 
Version 25.x 

2. Paste your URL into the Internet Explorer address line. 

3. Hit Enter. 

The report desired, with the appropriate filters applied, should appear in your web 
browser 

Using Web Modules Reporting URLs in the Dashboard Module 
Once you have a fully formed and tested URL, it can be used as the Drill Down URL for a Web 
Modules Dashboard element. To do so, follow the steps below: 

1. Log into Web Modules using a User ID with system administrator privileges. 

2. On any Dashboards area, click the Edit  icon next to the module title. 

 

3. Click on Gauges. 

4. Select the gauge element you wish to update. 

 

If you want to link to an URL or Report, enter the URL in Drill Down URL and skip to 
Step 6. If you want to link to an Enterprise Portal Web Screen, proceed to Step 5. 

5. Click the Web Screen Link button to build the web screen link. 
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6. Place a check in Open in New Window if you want the link to open in a separate 

window from the main Web Modules Dashboards IE instance. 

7. Click Save. 

Double-clicking on the specified gauge element will now launch the Web Modules report. 

Special Dashboard Filter Rules 

The Web Modules Dashboard elements may automatically filter themselves based on the user 
logged into the system. For example, a gauge may be configured to display the count of open 
work orders at the user’s session location. These same user-contingent filter criteria may be 
worked into the Drill Down URL filter criteria. 

In place of actual data values, any of the following user-based variables may be inserted into 
the URL filter criteria area: 

Variable Name Function 

{FAVAR_UsersSessionLoc}  The session location ID of the logged-in user (as defined on the 
Users screen) 

{FAVAR_UsersEmployeeID}  The associated employee ID of the logged-in user (as defined on the 
Users screen) 

{FAVAR_UsersOperatorID}  The associated operator ID of the logged-in user (as defined on the 
Users screen) 

{FAVAR_UsersVendorID}  The associated vendor ID of the logged-in user (as defined on the 
Users screen) 

{FAVAR_UsersOperatorsDept}  The department ID of the associated operator ID of the logged-in user 
(as defined on the Operators – Primary Information screen) 

{FAVAR_Now}  The current datetime, at the moment the URL is launched. 

{FAVAR_TodayStart} Datetime of today’s date, at midnight. 
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Variable Name Function 

{FAVAR_WeekStart}  Datetime of the previous Sunday, at midnight. 

{FAVAR_MonthStart}  Datetime of the first of the current month, at midnight. 

{FAVAR_QuarterStart}  Datetime of the first of the month of the current quarter start (January, 
April, July, or October) at midnight. 

{FAVAR_YearStart} Datetime of the first of January, current year, at midnight. 

 

Example 1 

http://localhost/InfoCenter/Reporting/ReportViewer.aspx?ReportName=Equipment+Info%2fFA-
EQInvList-Dept.rpt&Page=Report&Depts={FAVAR_UsersOperatorsDept}&Asset=All 

 The above variables can also be used as filter values in Ad Hoc Query reports, but ONLY if 
the Ad Hoc Query report is used to drive the data for a Gauge/Chart in Dashboards module. 
It is only possible to test this variable where clause value by first creating the Ad Hoc Query 
report, saving it (under the category “KPI”), and then assigning it to a Gauge or Chart in 
Dashboards module (via the Choose KPI button, on the Ad Hoc Query KPI tab). 

Using Web Modules Reporting URLs in Web Modules HTML Pages 

Local Reporting 

An HTML area may be added to any Web Modules tab. To create a link to a Web Modules 
report in an HTML section, use the following format: 

<a href="URL">Description</a> 

Where URL is the Web Modules Reporting URL and Description is how you want the link to 
read on the page. 

For example: 

<a 
href="http://localhost/InfoCenter/Reporting/ReportViewer.aspx?Rep
ortName=Equipment+Info%2fFA-
EqRegistrationExpiration.rpt&Page=Report&Dept=[ALL]&NumDays=90">L
ink to Vehicles Coming Due for Registration in 90 Days.</a> 

This code creates a link to a report in any HTML area. 
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External Reporting 

Users must go through internal authentication code in order to be able to run external reports 
since reports are handled through a separate web application. 

Use the following javascript:  

top.PortalBanner.LaunchCrystalReport("[0]")  

- where [0] is the relative folder & filename of the report (for example, Equipment Info/FA-
EQDetail.rpt). 

A.3 Formatting a URL to Access a Web Modules Tab 
Link into Web Modules from an external system through a properly formatted URL. The sections 
below provide information and examples to properly format a URL to access a specific Web 
Modules portal/page and to access a user’s default Web Modules tab. 

URLs to Access a Web Modules Portal/Page 
The Web Modules Login page will parse the user and password from the URL. It decrypts these 
values and attempts to login. If the login is successful, Web Modules will parse the jumpto 
arguments to build the proper URL redirection necessary for jumping directly into a specified 
portal. Some portals will support further jumpto arguments to jump directly to a page within the 
portal. 

If the server, instance, user, password and asset ID are passed into a correctly built URL string, 
the user will be logged in and load the portal or page that is specified. 

Building a URL Directly to a Web Modules page 

http://[HOST]/[INSTANCE]/ICLogin.aspx?e=2&jumpto=[PORTAL].[Page]&[vars] 

Keyword/ Letter Description 

e = 2 Indicates Rijndael Encryption (Optional, leave out if encryption is not used. 
Recommend always using in production so that user name and password will not 
be exposed.) 

jumpto Specifies the portal to directly load and may contain further arguments to specify 
the page. 

<keys>  Some pages may require specific keys to load the page properly. 
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Example to the EquipmentManagement Page: 
http://[HOST]/[INSTANCE]/ICLogin.aspx?e=2&jumpto=SupervisorPortal.EquipmentManagment
&equipid=EQID 

http://[HOST]/[INSTANCE]/ICLogin.aspx?e=2&jumpto=TechnicianPortal.EquipmentManagment
&equipid=EQID 

 Each variable should be URL encoded to protect against using unsafe URL characters. 

Portal jumping and some limited page jumping is supported. To jump to a portal, the name of 
the starting .aspx can be used to load any portal supported/built into the Web Modules instance. 
Jumping to a page though requires some extra setup. The Web Modules instance must go 
through the proper portal setup/workflow before loading a page directly. Currently, there are two 
such pages provided. Jumping to a page also requires that the correct portal is specified. 

Format of Portal.Page Jumping: 
http://[HOST]/[INSTANCE]/ICLogin.aspx?e=2& jumpto=[PORTAL].[Page]&[vars] 

Supported [PORTAL] ids (partial list): 

AccountingPortal 
CustomerAccess 
EquipmentPlanning 
EquipmentPortal 
PerformancePortal 
ProductionManagerPortal 
ReplacementPortal 
ServiceRequest 
StorekeeperPortal 
SupervisorPortal 
TechnicianPortal 
WarrantyProcessorPortal 
WarrantySupervisorPortal 
WarrantyWriterPortal 

Supported [Page] IDs and required [vars] (variables): 

EquipmentManagement requires equipid=<EQ> 
WorkOrderMain requires workorder=<WOLOC-YR-NO> 

Portal Jumping Examples: 
http://[HOST]/[INSTANCE]/ICLogin.aspx?e=2&jumpto=AccountingPortal 

http://[HOST]/[INSTANCE]/ICLogin.aspx?e=2&jumpto=EquipmentPlanning 
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http://[HOST]/[INSTANCE]/ICLogin.aspx?e=2&jumpto=ServiceRequest 

http://[HOST]/[INSTANCE]/ICLogin.aspx?e=2&jumpto=StorekeeperPortal 

Page Jumping Examples: 
http://[HOST]/[INSTANCE]/ICLogin.aspx?e=2&jumpto=SupervisorPortal.EquipmentManagment
&equipid=EQ1 

http://[HOST]/[INSTANCE]/ICLogin.aspx?e=2&jumpto=TechnicianPortal.EquipmentManagment
&equipid=EQ1 

http://[HOST]/[INSTANCE]/ICLogin.aspx?e=2&jumpto=SupervisorPortal.WorkOrderMain&worko
rder=WOLOC1-2012-20 

http://[HOST]/[INSTANCE]/ICLogin.aspx?e=2&jumpto=TechnicianPortal.WorkOrderMain&worko
rder=WOLOC1-2012-20 

 [PORTAL]s [Page]s and [vars] are not user definable, these are static out of the box 
provided values noted above. 

A.4 Mobile and Mapping DNS Settings 
DNS forwarding for organizations using mobile and mapping capabilities may not be recognized 
between the internal IP and the external ID on the same machine. This address mapping is 
needed for mobile data services to work correctly. To fix this, edit the hosts file to add your 
internal IP and the public DNS name.  

To edit the Hosts file: 
1. Open the Hosts file. This file is found in the following location: 

C:\Windows\system32\drivers\etc\hosts 

2. Enter your internal IP and public DNS name after the # entries as shown in the 
screenshot below.  
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3. Save and close the file. 

 

A.5 Running Applications in Console Mode 

Data Services 
To facilitate simpler troubleshooting for administrators, commands can be entered when Data 
Service is in console mode. The following is a list of commands that can be entered. This list is 
also available from within console mode by typing help. 

Command Result 

help Help menu will be displayed. Command list is available. 

clear Clears the console. 

reloadmaps Maps will be reloaded. 

rebuildindex If using Elasticsearch, index will be rebuilt. 

healthcheck Health check will display. 

quit Closes the console and data services. 
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A.6 Restarting Web Modules 
If Web Modules must be restarted, there is a particular order that the several services and 
programs need to be restarted. This will ensure that all programs and services come back up 
cleanly and in the right order. As a good memory clean up and precautionary task, it is 
recommended to find a suitable low usage or downtime and using the Configurator to set a 
restart of all these items on a periodic basis. Some organizations may want this to be performed 
daily or weekly. We recommend daily restart for the web app, but this should be based on 
needs/usage. 

To restart Web Modules: 
1. Stop the Job Scheduler service (if using the Scheduling Module for reports scheduling). 

2. Through the IIS Management tool, stop the web application pool for the instances of 
Web Modules you wish to restart. 

3. Stop Crystal’s Report Application Server (if using Reporting). 

4. Stop all instances of the Application being used for Web Modules. 

5. Start all instances of the Application being used for Web Modules. 

6. Start Crystal’s Report Application Server (if using Reporting). 

7. Using the IIS Management tool, restart the web application pool or application for the 
instances of Web Modules you wish to restart. 

8. Start the Job Scheduler service (if using the Scheduling Module for reports scheduling). 

 Please contact Customer Support if you have questions regarding your organization’s 
specific setup or certain situations that may require additional items to be restarted. 

 

A.7 Network Configuration and Anti-virus 
Recommendations 

EAM Suite components should be installed on an internal secure server and should not be 
publicly accessible. 

The network should be configured so Web Modules and Data Services ports shall be accessible 
to clients and users that use those EAM components.  Typically, the application server only 
needs to be accessible on the same machine as Web Modules, Data Services, and 
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MAXQueue.  At times, application ports can be made accessible internally only so EAM 
components on other local servers (such as MAXQueue on its own machine) can use the 
server. This should only be done so these internal machines can reach the application server.  

 It is recommended to never expose an application port externally. 

If you do choose to use a DMZ server to allow a public facing Web Modules (for example, if it is 
needed to expose EAM for contractors outside of the network), ensure only essential ports are 
exposed such as the standard secure web port 443.  

For anti-virus scanning, it is recommended to not scan the Trapeze folder where the EAM Suite 
components are installed to ensure the best performance of EAM.  A specific scan of the Web 
Modules "Upload" folder should be setup which can be configured through EAM Suite 
configuration. 

A.8 Configure Single Sign-On (SSO) 
There are three areas you must configure to allow Single Sign-On: 

1. Windows security settings/permissions to allow the correct authenticated users access 
to the website – this varies depending on the organization’s security needs and settings. 
You may choose to use windows domain authentication, for example to allow only users 
in the domain to access the web server. With Single Sign-On, users typically are 
required to provide valid windows credentials (user, domain, and password) when first 
connecting to the web server, then are automatically logged into Web Modules based on 
whether their windows login is mapped to a user. 

2. User setup via the GUI to set the External identifier field to map to a valid windows 
user ID, but only for the trusted users that have windows accounts on the server/domain.  

3. Web Modules settings via Configurator or manual IIS configuration if advanced settings 
are required.  

SSO Methods 
For details and specific instructions for each method, please refer to the SSO Configuration 
Guide. Currently supported SSO methods are as follows: 

1. ADFS - Active Directory Federation Services 

2. Kerberos or NTLM - Integrated Windows Authentication 

3. LDAP - Lightweight Directory Access Protocol 

4. OAuth 2.0 - Open Authorization 2.0  
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5. OIDC - OpenID Connect 

 MobileFocus, FuelFocus, and MAXQueue use different authentication methods and are not 
designed to work in an SSO environment. When configuring MobileFocus and FuelFocus, 
you must use a non-SSO web service URL. Please see the MAXQueue Administrator Guide 
for details on configuring MAXQueue.  

GUI User Setup for SSO Activation 
1. Start a GUI Instance. 

2. Select System Mgmt > Setup > Access Rights > Users.  

3. On the Basic Info Tab, enter the User ID for which you would like to enable SSO.  

4. Enter the user’s associated login name in the External Identifier field. 

  

5. Save changes and exit the GUI.  

6. Complete SSO activation through the Configurator as described below. 

Enable SSO via Configurator  
1. From the Authentication Tab, check Enable Single Sign-On (SSO). 
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2. Select the SSO Method from the drop-down list.  

3. Follow instructions based on method selected.  

Single Sign-On Browser Configuration 
This section provides instructions for single sign-on (SSO) browser configuration using Internet 
Explorer. 

 Adding the host (web server IP or hostname) to your trusted sites ensures the following 
features work better: 

• Automatic single sign-on 

• File uploads and file links using absolute pathname 

• Enterprise Portal (and other pop-up windows) shows correct title bar 

• Pop-up blocker issues fixed Single Sign-On 

To configure your browser for Single Sign-On: 
1. Browse to your Web Modules URL.  

2. If prompted for a windows logon, enter your username and password to log on. 

3. Open the Tools Menu and choose Internet Options. If you do not see the Tools menu, 
hold the ALT key to show the Tools menu. 

4. Select the Security tab and click Trusted sites security zone. 

5. Click the Sites button. 
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6. Un-check the box: Require server verification (https:) for all sites in this zone. 

7. Verify the site in the Add this website to the zone: box. It should be the website that 
hosts the EAM Web Modules.  

 Only the hostname or IP is required. For example, if the website URL is 
"http://mysite.com/mysite/default.aspx," then the website you add should be 
“http://mysite.com.” 

8. Click the Add button. 
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9. Click the Close button. 

 
10. Back on the Security tab, click the Custom level button. 

 
11. Scroll all the way down to find the User Authentication section and select the radio 

button for Automatic logon with current user name and password. 

12. Click the OK button. 
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13. If prompted to change settings, click the Yes button. 

 

14. Click the OK button to complete the browser configuration for Single Sign-On. 
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Testing Automatic Single Sign-on 

To ensure automatic Single Sign-On works correctly: 
1. Close browser. 

2. Reopen browser. 

3. Navigate to the Web Modules URL. 

4. When prompted, enter username and password, and check Remember my password. 

5. Once successfully logged into the product, close Internet Explorer again. 

6. Repeat steps 4-5. You should no longer be prompted to enter your saved password. If 
you are, there are likely other security settings in play.  
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