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1. Overview

There are three areas you must configure to allow Single Sign-On:

1.

Windows security settings/permissions to allow the correct authenticated users access
to the website — this varies depending on the organization’s security needs and settings.
You may choose to use windows domain authentication, for example to allow only users
in the domain to access the web server. With Single Sign-On, users typically are
required to provide valid windows credentials (user, domain, and password) when first
connecting to the web server, then are automatically logged into Web Modules based on
whether their windows login is mapped to a user.

User setup via the GUI to set the External identifier field to map to a valid windows
user ID, but only for the trusted users that have windows accounts on the server/domain.

Web Modules settings via Configurator or manual IS configuration if advanced settings
are required.

A MobileFocus, FuelFocus, and MAXQueue use different authentication methods and are not
designed to work in an SSO environment. When configuring MobileFocus and FuelFocus,
you must use a non-SSO web service URL. Please see the MAXQueue Administrator Guide
for details on configuring MAXQueue.
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Configure Single Sign-On (SSO)

2. Configure Single Sign-On (SSO)

GUI User Setup for SSO Activation
1. Start a GUI Instance.

2. Select System Mgmt > Setup > Access Rights > Users.
3. On the Basic Info Tab, enter the User ID for which you would like to enable SSO.

4. Enter the user’s associated login name in the External Identifier field.

Elasu:lnfol Groups Currently Assigned ] Comments ] Security Options ] Frinters ]

IUser D | |:|.||

MName |
Fhone |
Mew passwol
Email address I
Associated employl |_|J|
Assaciated operata | D]|
Session location 1D u |
Usercurency D [ ] I
Reportgroup 1D | L
Associated vendor |l L

I External identifier | |

e InfoCerter U

Supponed weh applicat -

5. Save changes and exit the GUI.

6. Complete SSO activation through the Configurator as described below.

Enable SSO via Configurator
1. From the Authentication Tab, check Enable Single Sign-On (SSO).
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Operating Systern:  Windows 10.0 (64-bit)
11S Version:  10.0 Web service status:  Running
Web  Authentication | Database I MAXQueue I Reporting I Options I Logging I Asset Index I Data Services I Advanced I LDAP I Config Filesl
Single Sign-On Settings
([ Enzble Single Sign-On (S50) )
Method ~
Exit Save and Restart Web Application

2. Select the SSO Method from the drop-down list.

3. Follow instructions below based on method selected.
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ADFS - Active Directory Federation Services

¥ Erable Single Sige-0m [550)

Mol Actree Directiony Federabon Servoes (A065) w | Corvficate Thumbprnt

Serssy Provder URL
Fepicabon URL

=

C e elioartinr PR See docurerta®or for sebup rairachony

The following options are supported:

¢ Identity Provider URL (Required): The URL used to authenticate against the ADFS
server

e Application URL (Required): The URL for the current Web Modules Instance

¢ Claim Identifier (Optional): The claim type the application will get from the ADFS server
to map to an FA User (Default is UPN)

o Certificate Thumbprint (Required): The thumbprint of the signed certificate the ADFS
signed. When entering a thumbprint, you must type in the code. Spaces and other text
copied from another source will cause the authentication to fail.

Kerberos or NTLM - Integrated Windows Authentication

Single Sign-On Settings

Enable Single Sign-On (350)

Method [Integrated Windows Authentication (NTLM or Kerberos) - If using Integrated Windows Authentication
you must also choose "Require Windows Logon”
for each application that will use SSO.

See documentation for setup instructions.

Following is a high-level explanation of features and functions of the Kerberos or NTLM SSO.

Single Sign-On Settings
[¥] Enable Single Sign-On (3S0) /
] If using Integrated Windows Authentication

Method [Integrated Windows Authentication (NTLM or Kerberos) - ; i
you must also choose "Require Windows Logon”
for each application that will use S50.

See documentation for setup instructions.

Launch URL

A\ Be sure to use the correct Launch URL. Do NOT bookmark and use the frameset URL
("FASuitelnfoCenter.htm") or you may experience problems.
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You should use only the Web Modules Application Launch URL, either the app path or the fully-
qualified default:

e http[s]://<host>/<app>/
o http[s]://<host>/<app>/default.aspx
A\ Do not use http://<host>/<app>/FASuitelnfocenter.htm. [IS Web App authentication

settings.

Anonymous Access

e DISABLED for Windows

Kerberos or NTLM - Integrated Windows Authentication

e ENABLED for Windows

Forms authentication

o ALWAYS ENABLED for Web Modules, regardless of whether SSO is used.

Product Features

Initial Web Request when not yet authenticated in the product via SSO

e The Windows method supports automatically redirecting to the requested URL even
when a user is not initially authenticated (as long as Windows SSO login is successful).
Single Sign-Off
¢ Windows method does not support Single Sign-Off.
e Itis possible to log off from Web Modules without logging off from the SSO provider.

This is to support user impersonation and to prevent user confusion in the case of
unexpected system errors and restarts.

User Impersonation

¢ Windows supports product user impersonation (logging in as a user that is not
associated with the current SSO user).

e To impersonate another user:
o Logoff from Web Modules

o Login using different credentials
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Automatic log-back-in

This occurs when a user logs off from the product or the web session expires or is lost due to
system error or web app restart.

Web Modules does not support automatic log back in, but does support easy login via a
hyperlink on the login form Login as X (where X is the username mapped to the
currently authenticated SSO user)

Recommended method for logging back in automatically is to close all open web
browsers and reopen browser to the product’s URL.

The SSO re-login feature is enabled by default, but it can be disabled by editing
fasuite.config to set key FASuite.Web.SingleSignOn.AllowRelogin = False (this option is
not available in Configurator).

Enable Kerberos or NTLM - Integrated Windows Authentication via IIS

Most of the steps performed automatically by selecting the SSO method in the Configurator
program can also be manually performed in 1IS. You will still need to select Kerberos or NTLM -
Integrated Windows Authentication in the Configurator and click the “Save” button.

The following steps will cover what manual configurations can be applied in Internet Information
Services (I1S) to enable Windows Authentication SSO.

To allow automatic sign-on to Web Modules:

1.

Disable Anonymous Access for the Internet Information Services (IIS 7.0) of your Web
website application.

2. Open your IIS manager.
3. In the Connections pane, select the web application that you configured earlier for the
Web site (EAM).
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View Help

File

~ .83 TRPL08443 (VGNET\alex.weller
(2 Application Pools
~ (@] Sites
v &) Default Web Site
>3 EAM

R

Home
Filter: -
ASP.NET ~
i 4
53 & |
NET NET

Authorizat... Compilation

4

.NET Error .NET
Pages  Globalization
NETDrnfile  NET Rnlac

a1

Features View |/ % Content View

_

& Explore
Edit Permissions...

Basic Settings...

View Virtual Directories

Manage Application
Browse Application

[®] Browse *:80 (http)

[®] Browse *:443 (https)

(~)

Advanced Settings...

o Help

4. Double-click Authentication in the features view, as shown below.

File

View Help

bl

v 43 TRPL02443 (VGNET\alex.weller
2} Application Pools
v (8] Sites
v ) Default Web Site
>3 EAM

Authorizat... CaGl

('] Features View || % Content View

2 Explore
Edit Permissions...

Basic Settings...

View Virtual Directories

Manage Application
Browse Application

(@] Browse =80 (http)

@] Browse %443 (https)

Advanced Settings...

e Help

5. Make sure that Anonymous Authentication is Disabled. It should be enabled by

default.
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9 Authentication

=

Group by: No Grouping e

Name Status

I Anonymous Authentication Disabled
ASP.NET Impersonation Disabled
Basic Authentication Disabled
Digest Authentication Disabled
Forms Authentication Enabled
Windows Authentication Disabled

[ ] Features View || "2 Content View

Enable

Edit... \

@ Help N

6. Make sure that Forms Authentication is Disabled. It should be enabled by default.

9 Authentication

=l

Group by: No Grouping b

Name Status
Anonymous Authentication Disabled
ASP.NET Impersonation Disabled
Basic Authentication Disabled
Digest Authentication Disabled
I Forms Authentication Enabled
Windows Authentication Disabled

[ Features View ] - Content View

7. Make sure that Windows Authentication is Enabled. It should be disabled by default.
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9 Authentication

=l

Group by: No Grouping v

Name Status
Anonymous Authentication Disabled
ASP.NET Impersonation Disabled
Basic Authentication Disabled
Digest Authentication Disabled
Forms Authentication Disabled
| Windows Authentication Disabled

= | Features View || Content View

An additional feature that is included when Single Sign-On in enabled is a button provided to
sign the user in using the currently configured Single Sign-On method.

@

Trapeze

User ID

Password

or
LOG IN WITH SSO

LOG IN WITH CARD

Enterprise Asset
Management
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LDAP - Lightweight Directory Access Protocol

Import LDAP Users

When configured, system administrators will be able to tell the system to import user data from
their network's LDAP server (typically will be an Active Directory server, but any directory
service implementing the LDAP protocol will work). They will be presented with a table of users
that have been pulled from the connected server and who's data is different from the data in the
system. This user data can differ in one or more of the following ways:

e User does not exist in the system

e Username is different

e Phone Number is different

e Email Address is different

e User Group membership is different

The administrator is then able to review the available users for import, select the ones they want
and click Import Selected Users to update the user records in the system with that information.
In this table, the fields that differ from system fields will be highlighted red. There is a legend
below the table indicating what this color means.

Single Sign-On Settings
Enable Single Sign-On (S50)

Method LDAP Authentication « | [fusing LDAP Authentication, ensure that LDAP
connection details on the LDAP tab of the configurator are
accurate.

See documentation for setup instructions.

When this option for SSO is turned on in the configurator, users will be able to enter their
domain user and password and have the authentication and authorization happen in the
connected directory instead of internal to the system. This method is also supported for
MobileFocus using Data Services.

The workflow for this authentication works as follows:

1. The user enters their domain user and password in the system login form or
MobileFocus login form and clicks Login.

2. The system or Data Services attempts to connect to the configured LDAP server with
these credentials.

3. If successful, the user is authenticated but further verification is required to determine
that they are allowed access to the system.
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4. The system or Data Services re-connects to the directory service as a user that has
rights to query user data from the directory service. It runs a search using a filter

provided in the configurator. If the current user's UserID exists in the filtered set of users,
then they are granted access to EAM.

Refer to the LDAP Tab section for additional information.

OAuth 2.0 - Open Authorization 2.0

Prerequisites
e OAuth 2.0 - Open Authorization 2.0
e account and administrative access to portal
e Configured users in OAuth 2.0 - Open Authorization 2.0
e UPN claim (User principal name) to be used to uniquely identify users in Microsoft Entra

e EAM configured to work with HTTPS where a valid/trusted certificate is being used

OAuth 2.0 - Open Authorization 2.0 Configuration

The EAM application will need to be registered with the OAuth 2.0 - Open Authorization 2.0
service so that it is allowed to authenticate its users.

1. Access the OAuth 2.0 - Open Authorization 2.0 tenant.

2. In the panel of services on the left, select OAuth 2.0 - Open Authorization 2.0.
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All resources

(%) Resource groups
@ App Services

“#> Function App

ﬁ‘ SOL databases

£ Azure Cosmos DB
KA virtual machines
Q} Load balancers
= Storage accounts
> Virtual networks
& Microsoft Entra !D@
@) monitor

Q Advisor

@ Microsoft Defender for
Cloud

&' Cost Management + Billing

® ans
4s Help + support

Amrivm mmuisimmn

Microsoft Entra ID *

>

Microsoft Entra
Connect

rosoft Entra

B View o

Free training from Microsoft

Secure your application by using OpenID Conn...
6 units - 50 min

Useful links
Overview &'

Get started &'
Documentation '
Pricing &

Register The Application

1. In the second nested

registrations.

panel of OAuth 2.0 - Open Authorization 2.0 actions, select App

Home > MSFT

Microsoft Entra ID
&«
@ overview
& Preview features

#. Diagnose and solve problems

Manage
a4 Users
&4 Groups

External Identities

» Roles and administrators
Administrative units
Delegated admin partners
Enterprize applications

Devices

% App registrations

i)

I Identity Governance
Application proxy

B custom security attributes

g2 MSFT | App registrztions  »

G Mew registration @ Endpoints f Troubleshooting O Refresh & Previe

e g

ing June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Li
ed to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

+ Download

All applications Owned applications  Deleted applications

2 start typing a display name or application (client) D to filter these ... +v Add filters
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2. To create a new web application, click the New registration button at the top of the
main display. This will allow you to register a new application in your OAuth 2.0 - Open
Authorization 2.0.

Register an application

* Name %

The user-facing display name for this application (this can be changed later).

| My Transit Ap;:licaticr-] v

Supported account types

Who can use this application or access this API?
'@ Accounts in this organizational directory only (MSFT only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbaox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ~ ‘ | https://mytransit.com/eam

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies &

3. Enter a name for your EAM application (for example, EAMPROD, EAMTEST,
EAMDEV).

4. Configure who may use the application. For most customers, your single tenant directory
will suffice.

5. Optionally, enter your first Redirect URI at this point. This is a URL where OAuth 2.0 -
Open Authorization 2.0 will allow your browser to be redirected. It is the URL used to
access your EAM Web Modules or Data Services applications. It will also need to match
the callback URL you enter in your Configurator so note your entry for later use.
Alternatively, this may be done later in the process.

6. Click the Register button to register the application.
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|i" Search | <

B overview

&b Quickstart

#  Integration assistant
Manage

& Branding & properties
43 Authentication

Certificates & secrefs

Il Token configuration

- AP| permissions

& Expose an AP

i App roles

&% Owners

&k Roles and administrators

R Manifest

Support + Troubleshooting

i My Transit Application

f Delete @ Endpoints [& Preview features

ﬂ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =»

~ Essentials

Display name
My Transit Application

Application (client) ID
8b2fd3b7-4500-4a8e-a9da-6c256c83

Object ID

ded9e3bc-23c2-4c3b-bc30-afaBelas:

Directory (tenant) ID
7f1ed293-2cbe-4ac9-b53a-ace210c4”

o Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations

(Legacy)? Learn more

ﬂ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library
{ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security updates but
we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication
Library (M5AL) and Microsoft Graph. Learn more

Client credentials

Add 3 certificate or secret
Redirect URIs

1 web, 0 spa, 0 public client

Application ID URI
Add an Application 10 UR

Managed application in local directory
My Transit Applicaticn

The application has now been registered successfully.

[__ﬂ Make note of the Application (client) ID and Directory (tenant) ID values as they will be

needed later in the process.

Create Application Secret

Next, create the Application Secret. This is a key that will allow OAuth 2.0 - Open Authorization

2.0 to trust the EAM application.

1. Click on Certificates & Secrets.

2. Under the Client Secrets section on the main display, click + New client secret.
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My Transit @pplication | Certificates & secrets =

|,-'.'J Search | < £ Got feedback?

B overview

£ Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tg
addreszable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate
#" Integration assistant client secret) as 2 credential.

Manage

B eranding & properties ﬂ Application registration certificates, secrets and federated credentials can be found in the tabs below.
3 Authentication

Gt Cellificates {0) Client secrets (0) Federated credentials (0}

il Token configuration A secltstring that the application uses to prove its identity when requesting a token. Also can be referred to as

- AP| permissions

& Expose an API = New client se@ft

- 3 stk New client secret -

%4 App roles Description es Value @ Secret ID
4 Owners

Mo client secrets have been created for this application.

Add a client secr%c X
Description I IV}-'TransitSecreﬂ |
Expires | Recommended: st-:jrcla}-'s (6 months) ~ !

3. Enter a description for this secret.
4. Enter the expiration window you would like.

i. The shorter the window, the more secure it will be.The higher the window, the
less secure it will be allowing more time for someone to intercept the secret and
impersonate EAM.

O This is a secret that you will need to maintain so contact your IT department
or System Admin and notify them of the expiration window that is configured.
They will need to generate new secrets AND reconfigure EAM to use them
before the currently active secret expires. If the currently active secret does
expire, OAuth 2.0 - Open Authorization 2.0 will not trust EAM and users will
not be able to sign in.

5. Click Add and your secret will be created.

6. Copy the Secret Value (may use clipboard icon next to it for convenience) and store it for
later use.

O Before moving on to doing any further steps, copy the secret. This is your ONE
chance to copy this, do not ignore this step.
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S Search | ¢«

B overview
Quickstart

%" Integration assistant

x

Diagnose and solve problems

“ Manage

B8 Branding & properties

—:>) Authentication
Certificates & secrets

11! Token configuration

- AP| permissions

& Expose an AP

B8 App roles

48 Owners

& Roles and administrators

Manifest

My Transit Application | Certificates & secrets = - X

}51? Got feedback?

o Got a second to give us some feedback? —

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web
addressable location {using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a
client secret) as a credential.

0 Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1) Federated credentials {0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application
password.

T Mew client secret
Description Expires Value © Copy to clipboard et 1D

MyTransitSecret 2025-08-19 z0z8Q~hVV_UyOPeCECL... % 80a02edd-9d3a-48c7-ge.. [

Register Additional Redirect URLs

After successfully authenticating and authorizing a user, OAuth 2.0 - Open Authorization 2.0 will
redirect the user’s browser back to EAM. As a security feature, it will not redirect to just any URL
that is passed to it, it must be pre-configured in a whitelist to be allowed.

In the Register the Application section mentioned above, you may have already provided one
callback URL while registering the application. If you did not do that, or you wish to setup
additional URLs (for example, running multiple Web Applications with distinct URLSs), follow

these steps to support them:

1. Click the Authentication tab.
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35 My Transit Application | Authentication =

|,='J Search | < A ot feedback?

B Overview
; i Jocs'
& Quickstart Web Quickstart  Docs] ]E[
. i ) Redirect URIs
# Integration assistant
The URIs we will accept as destinations when returning authentication responses (tokens) after successfully
authenticating or signing out users. The redirect URI you send in the request to the login server should match ane

Manage 3 = : 2 £
listed here. Also referred to as reply URLs. Learn more zbout Redirect URIs and their restrictionsf!
B eranding & properties =
https://mytransit.com/eam
2 Authentication
Add UR

Certificates 8t secrets

il Token configuration

. Front-channel logout URL
& API permissions
This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
& Expose an AP work correctly.

mple.com/logout v

B App roles

&8 Qwners
Implicit grant and hybrid flows

& Roles and administrators

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
B Manifest doesn't use the authorization code flow, or if it invokes 2 web API via JavaScript, select both access tokens and |D tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only 1D tokens. Learn more about
Support + Troubleshooting tokbns

£ Troubleshooting select the tokens you would like to be issued by the authorization endpoint:

o Access tokens {used for implicit flows)
4s New support request
1D tokens (used for implicit and hybrid flows)

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (MSFT only - Single tenant)

O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant)

Help me decide..,

[

1. For each URL that a user or device will need to access, configure it in the Redirect URIs
section by clicking Add URI and entering the URL.

f=g Note: Ensure there are no trailing slashes on the URL.
2. Front-channel logout URL.
i. EAM currently does not support logout URLSs.

3. In the Implicit grant and hybrid flows section, check the checkboxes for both Access
Tokens and ID Tokens.

4. For Supported account types, use the default single tenant option.

5. Click Save at the bottom of the page.
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EAM Configuration

Configure Users in EAM

Before altering any settings in the Configurator, configure EAM User accounts to be capable of
consuming the OAuth 2.0 - Open Authorization 2.0 integration.

1. Log into Web Modules.
2. Open the Users screen.

3. For each user that you want to use OAuth 2.0 - Open Authorization 2.0, edit their
External identifier record, and enter their domain account (for example,
MyUser@MyTransit.com).

4. Check the Requires external authentication checkbox on the Security Options tab.
Enabling this will prevent direct sign-in to EAM. It will force the user to sign in through
OAuth 2.0 - Open Authorization 2.0 SSO.

5. Save and repeat for any users you wish to setup.
Update Configuration with OAuth 2.0 - Open Authorization 2.0 Settings
Next, configure EAM for OAuth 2.0 - Open Authorization 2.0 Single Sign-on.

1. Remote into the VMs/Servers that run a Web Modules or Data Services application. If
multiple Web Modules products are installed, each will need to be configured
individually.

2. Launch the Configurator.exe program. Currently, the Web Modules configurator supports
configuring Single Sign-on. If you have a Data Services install, it will need to have a Web
Modules product installed in the same deployment so you can use the Web Modules
configurator (it will configure Data Services as well as Web Modules).

3. Click on the Authentication tab.
4. Check Enable Single Sign-on (SSO).

5. Select OAuth 2.0 - Open Authorization 2.0 in the dropdown list.

\web  Authentication l Database ] MAXGueue ] Reporting ] Options ] Logging ] Asset Index ] Data Services ] Advanced ] LDAP ] Cenfig Files]
Single Sign-On Settings
Enable Single Sign-On (550)

Method Microsoft Entra |10 formedy Azure Active Directory) ~
‘wieb App URL ||'rl‘tps //hostname/appname | Azure Login URL ||Tl‘tps -//login microsoftonline.com |
Directory/Tenant IDlyours'rte.onmicrosaﬂ.com | Ext. User ID Claim |upn |

Application 1D |ﬁpp |0 from Microsoft Entra 1D corrfiguration| Application Secret Key |Kex‘I from Microsoft Entra 1D corfiguration| |
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6. Configure the available fields:

i. Web App URL - This is the URL where OAuth 2.0 - Open Authorization 2.0 will
redirect the user’s browser to. This will be the URL to this specific Web Modules
IIS website and will have also been one of the “Redirect URLs” that you
configured while configuring OAuth 2.0 - Open Authorization 2.0. Https is
required for this. Using an http URL is not supported.

ii. Azure Login URL - This should not need to change but is made available in
case Microsoft changes their login endpoint. It is the URL that EAM will redirect
the browser to for the User to login.

iii. Directory/Tenant ID - This is the value that was copied earlier when we first
registered EAM in OAuth 2.0 - Open Authorization 2.0. It will typically be in a
GUID/UUID format.

iv. Ext. User ID Claim - The default of “upn” will be acceptable for most customers.
This is the property on the user record in Active Directory to pull the UserID from
to sign into EAM.

v. Application ID - This is the value that was copied earlier when we first registered
EAM in OAuth 2.0 - Open Authorization 2.0. It will typically be in a GUID/UUID
format.

vi. Application Secret Key - This is the value that was copied earlier when a secret
for the EAM application in OAuth 2.0 - Open Authorization 2.0 was created. Do
not share this with anyone. As a reminder, this key will periodically expire, so
when your IT/System Admin generates a new key in OAuth 2.0 - Open
Authorization 2.0, they will need to enter the new secret key value in this textbox
for each EAM application configured to use OAuth 2.0 - Open Authorization 2.0.

7. Click Save.

Logging into EAM via OAuth 2.0 - Open Authorization 2.0

Now that both OAuth 2.0 - Open Authorization 2.0 and EAM are configured, the SSO integration
should be able to be successfully exercised.

1. Launch your browser and navigate to Web Modules.

2. The first time will require you to login. Rather than seeing EAM Web Modules, the
browser will be redirected to the OAuth 2.0 - Open Authorization 2.0 login page.
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Pick an account

EamDevTest
E eamdeviest@mytransit.com
Signed in
e Use another account

eamdevtest@mytransit.com

Enter password

Sign in

3. Ifitis the first time a user is accessing EAM via OAuth 2.0 - Open Authorization 2.0, they
may be prompted with an additional view asking if they will allow the application to read
their data. Grant access as this is required for EAM to read the UserID from OAuth 2.0 -
Open Authorization 2.0 that will be signed into EAM.

4. Web Modules will then look up the related user record in Trapeze EAM and sign that
user in.

OIDC - OpenID Connect

When users open the Web Modules using OpenlD connect for authentication, if they are not
authenticated, they are redirected to the IDP (Identity Provider). From the IDP, the user is
prompted to log in and authenticate. If this is successful, the user is redirected back to the Web
Modules, which create a back-channel post sending over the code and the secret key assigned
by the IDP. The IDP then sends an access and ID token back to the web modules which
extracts the external user ID and attempts to look up the user (external ID is mapped to a valid
application user) and log them in.
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Single Sign-On Settings
[] Enable Single Sign-On (SS0)

Method OpenlD Connect w
Application 1D ‘web App Callback URL
Scope 0IDC Login URL
Ext. User D Claim | 0IDC Token Endpoint
Response Type code Application Secret Key

Fill out the following fields to set up OpenlID. Some of the following fields are supplied by the
identity provider (IDP).

Application ID: The unique code to identify the application. This information is sourced
from the IDP.

Scope: OpenlD must be one of the values entered here. Enter any other required and
optional scope values. This information is sourced from the IDP.

Ext User ID Claim: After the id_token is returned to the application; this is the claim used
to parse the token to extract the external ID. This information is sourced from the IDP.

Response Type: Code is the only option supported

Web App Callback URL: Enter the application URL. This must be followed by the
/Default.aspx. For example: https:localhost/infocenter/default.aspx. This can be found on
the Web tab.

OIDC Login URL: The URL to prompt the user to authenticate against the IDP.

OIDC Token Endpoint: The URL to post the code received from the IDP that returns the
id_token. This information is sourced from the IDP.

Application Security Key: The key used to post to the token endpoint. This information is
sourced from the IDP.

Single Sign-On Browser Configuration

This section provides instructions for single sign-on (SSO) browser configuration using Internet

Explorer.

@ Adding the host (web server IP or hostname) to your trusted sites ensures the following

features work better:

Automatic single sign-on

File uploads and file links using absolute pathname

e Enterprise Portal (and other pop-up windows) shows correct title bar
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Pop-up blocker issues fixed Single Sign-On

To configure your browser for Single Sign-On:

1.

2.

Browse to your Web Modules URL.

If prompted for a windows logon, enter your username and password to log on.

Open the Tools Menu and choose Internet Options. If you do not see the Tools menu,
hold the ALT key to show the Tools menu.

Select the Security tab and click Trusted sites security zone.

Click the Sites button.

Internet Options

@ «
Internet Local intranet

Trusted sites

vour files,

Security level Faor this zone

Custom

Select a zone ko view or change security settings.

v

Trusted sites

Custom settings,
- To change the settings, click Custom lewel.
- To use the recommended settings, click Default level.

‘.? This zone contains websites that ywou
= trust not to damage wour computer or

Px

Generarivacv Conkent | Connections | Programs | Advanced

Restricted
sites

[ Custom level, .. H Ciefault level ]

[ Reset all zones to defaulk level ]

l

ok |

Cancel ]

Un-check the box: Require server verification (https:) for all sites in this zone.

Verify the site in the Add this website to the zone: box. It should be the website that
hosts the EAM Web Modules.

f_g Only the hostname or IP is required. For example, if the website URL is
"http://mysite.com/mysite/default.aspx," then the website you add should be
“http://mysite.com.”

Click the Add button.
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Trusted sites ['5_<|

g ¥ou can add and remave websites from this zone, all websites in

this zone will use the zone's security settings,

Add this website to the zone:
I hitbpe ffmysite, com I Add

‘Websites:

Remaoyve

I|:| Require server verification (htkps:) For all sites in this zone I

Close

9. Click the Close button.

‘ou can add and remove websites from this zone. All websites in
; this zone will use the zone's security settings.

Add this website to the zone:
| Add

Websites:
hitkpe: ffrysike.com Remowe

[CIrequire server verification (https:) For all sites in this zone

10. Back on the Security tab, click the Custom level button.

Page 23 of 26 Single Sign-On (SSO) Configuration Guide
Version 25.x



Configure Single Sign-On (SSO)

Internet Options

General|| Security IPrivacy Content | Connections | Programs | Advanced

Select a zone ko view or change security settings,

@ €@ v O

Inkernet Local intranet  Trusted sites  Restricted
sites

Trusted sites
This zone contains websites that you
trust not to damage your computer or

your files,
You have websites in this zone.

Security level for this zone

Custom
Cuskorn settings.
- To change the settings, click Custam level,
- To use the recommended settings, click Defaulk level.

Custom level... | Diefault level

[ Reset all zones to default level ]

’ o4 ][ Cancel ] Apply

11. Scroll all the way down to find the User Authentication section and select the radio
button for Automatic logon with current user name and password.

12. Click the OK button.

becurity Settings - Trusted Sites Zone

Settings

(O Disable
(®) Enable
= | Enable X35 Filker
(O Disable
(%) Enabls
=] Seripting of Java applets
(O Disable
) Enabls
() Prompt

2] User Authentication
F
4, Logon

(O Anonymous lagon

(O gutoroatic logon onlyio Infranet zooe

|>

[©] 2 utomatic logo current user name and pa

4 |

|%

*Takes effect after vou restart Internet Explorer

Reset custorn sethings

Reset ko: |Medium {default) V| [ Reset. .. ]

i OF , Cancel

13. If prompted to change settings, click the Yes button.
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| iﬁ\ Are you sure you want to change the settings For this zone?
k4

14. Click the OK button to complete the browser configuration for Single Sign-On.

Internet Options ['1| Bl

General | Security | Privacy | Content | Connections || Programs | Advanced

Select a zone to view or change security settings.

¢ € /e

Internet Local intranet  Trusted sikes  Restricted
sites

Trusted sites

? This zone contains websites that vou
"W trust not ko damage your computer or
vour files,
‘fou have websites in this zone.

Security level For this zone

Custom
Cuskom settings.
- To change the settings, click Custom level,
- To use the recommended settings, click Default level.

I Custom level... H Default level ]

[ Reset all zones to default level ]

-

Testing Automatic Single Sign-on

To ensure automatic Single Sign-On works correctly:
1.

2.

Close browser.
Reopen browser.

Navigate to the Web Modules URL.

When prompted, enter username and password, and check Remember my password.

Once successfully logged into the product, close Internet Explorer again.

Repeat steps 4-5. You should no longer be prompted to enter your saved password. If

you are, there are likely other security settings in play.
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